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B naHHOM pasgene paccMOTpeHbl OCHOBHbIE BO3MOXHOCTM Ans paboTbl
ALMWHUNCTPATOpPOB:

1. YcraHoBka u koHurypmuposaHue PassOffice - yctaHoBKa, HacTpoku
MHTErpaumMmn n cCoefnHeHns, UMNopT rpynn A0oCTyna, 3agaHune obWwnx HacTpoek,
CO3JaHune ornepaTopoB U Ha3HaAYeHUe UM ponen.

2. [ocTtynHble pasaenbl ana AAMUHUCTpaTOpoB - KOHdUrypnposaHue,

KapTtoTeka, CrnpaBoYHMKU, JexypHbl pexum, OTueTbl, ADMUHUCTPUPOBAHUE U

Cnpaska.

MouTOBbIN CEpPBUC - HACTPOKKM e-mail.

YepHble CNUCKMU - YepHble CIUCKK NoceTuTenen 1 nacnopTos.

MmnopTt nonb3oBaTteneu n3 Active Directory - nmnoptupoBaHue

nonb3oBartenen ns Active Directory B PassOffice.

6. Mopapepxxka telegram-6oTa - nonyyeHue ysegomneHmin B Telegram.

7. YcraHoBka ABBYY Passport - ckaHepa nacnopTos.

8. YcraHoBka Regula - ckaHepa nacnopTos.

9. YcraHoBka PassportBox - ckaHepa nacnopTos.

10.AaMuHucTpmpoBaHue 6a3bl AaHHbIX - PostgreSQL.

11.RabbitMQ - ycTtaHoBKa 1 40OCTyn K NOSb30BaTENbCKOMY UHTepdeNcy.

12.HacTtponka SSO - HacTpolikun ansa paboTbl ¢ aBTopusaumen SSO.

13.HacTtpouku TLS gna CK[] - HaCcTpoOWKM 3alUNLLEHHOIO COEANHEHNS MeXAay
cepeepoM PassOffice n cepsepom CKA.
14.Co3paHune ceptucdukaroB ansa TLS - reHepauuns ceptudukaTos TLS.

uhw

1. KondurypupoBanmue

nepBVIl-IHaFI HaCTpOVIKa COCTOUT N3 cneayrLwmnx aTanos.

e HacTtponka nHTerpaumoHHon Yactn CK[ LyriX / APACS / Bolid.

e HacTtponka coeagnHenunsa c CK/[ B PassOffice.

e WmMnopT rpynn gocryna.

e KOHMUrypmpoBaHme HaCTpoOeK MO YMONYAHUIO ANS BCEN CUCTEMBI.
e Co3paHune onepaTtopoB M Ha3HavYeHne ponen.

Bce HacTponkun npoussoaute B PassOffice nog yyeTHoOM 3anncbio AQMUHUCTpaTopa
(nornH n naponb AAQMUHUCTPATOpPa 3a4aeTcs BO BPEMS YCTAHOBKU CUCTEMbI).

1.1. KoHdurypupoBaHue nHterpaumm c CKA LyriX 5.3

1. HacTtponTe uHTerpauuto no MHcTpykumn Kk NCB LyriX. PekomeHayeTcsa co3aaTb
oTaenbHOro onepatopa LyriX, oT nnuya kKoToporo 6yaet pabortaTtb PassOffice.
BblgariTe faHHOMY onepaTopy npaBa Ha YTeHWe rpynn AOoCTyna, KoTopble
AO0MKHbI 6bITb AOCTYNHbI Npn paboTe B PassOffice n npaBa Ha
nobasneHne/peaaktnpoBaHue/yaaneHune rnonb3oBatenem n KapTt B
COOTBETCTBYHOLLME KOHTENHEPDbI. B HacTporkax MHTerpaunm 3agamnTte
KOHTEeMHepbl Nosb30BaTeNEeN U KapT, B KOTopble 6yayT 06aBNATbCSA HOBbIE
o6bekTbl N3 PassOffice.

2. 3anyctute cepBep PassOffice c nomowbto daiina PassOfficeSrv.bat.
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3. 3aTeMm oTkpouTe 6pay3ep, B aApecHyl0 CTPOKY BBeAUTE afgpec XOCTa, Ha
KOTOpOM 3anyuieH cepsep PassOffice (Hanpumep, localhost:80) un
aBTOPU3YNTECb MO YYETHOM 3anucbio AgMUHUCTpaTopa (JIOrMH 1 naposb
AOMUHUCTpATOpa 3a4aeTcs BO BpeMS YCTAHOBKU CUCTEMBI).

OTKpoOMTE NYHKT MEHIO «AaMUHUCTpUpoBaHue / Hactporku CKO».
OTpenakTMpynTe y4eTHYI0 3anuckb LyriX, yka3sas

vk

e JIOMMH M Naponb onepaTopa LyriX, oT nMua kotoporo éyaet paboraTb
PassOffice

e URL CK[—cepBuca nHterpaumm Lyrix

e NocTaBbTe ranouky «OTtpabartbiBaTh yaaneHne B CKA», ecnu npu yaaneHuu
nocetutens B PassOffice Bbl XoTUTe yaansaTb COOTBETCTBYOLWY 3anuch B MK
LyriX.

e YKaXwuTe cooTBeTcTBMe KaTeropun ana CotpyaHukos, Nocetutenen, VIP
MoceTnTenen ans nomcka cxoxunx nocetutenen B CKA. Heob6xoanmo ykasaTb
cooTBeTCTBYOWMeE naeHtTudukatopol kateropm B CK Lyrix.

MpoBeanTte TecTt coegmnHeHUs.

Ecnn Tect npoxoauT yCrnewHo — akTUBUPYUTE AaHHble HAaCTPOWKU

coeanHeHuns c CKA.

8. B cnyyae owmnbok (TecTt He npoxoauT), npoBepbTe noru LyriX n cepeepa
PassOffice ana agetannsaymm owmbKu.

9. PeaktuBupoBaTb/[eakTnBnpoBaTb coeanHeHne ¢ CK MOXHO C NOMOLLbIO

COOTBETCTBYHLLMX KHOMOK.

NOo

HacTpowku coeguHerus ¢ CK[, N2 48 X
LyriX Opansep LyriX -
admn e

http://localhost:8099/AxisWebApp/services/CardlibintegrationService2Port?wsdl X

HacTpoitku Ana MHTerpauuu
CoOTBETCTBUE KaTeropui
w:8:3SDbljr'c03852907‘96005-;359959 1c9
428-‘-0ac»:-l.c'tlaSO»ZQU?QEd(};.J-iE:d.?3édd$-‘
w:8£379$éc0380-2907%('2034"3:;afb-;eé

OTtpabatbiBaTb yaanexue 8 CKL

nyxeBHas nHbOpMaLNA

v
m v/ AKTMBHpOBaTb A TecT coefiuHeHUA

OkHO HacTpoek coeaunHeHusa ¢ CKA Lyrix
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1.2. KoHd¢wurypupoBaHue nHrerpaumm c CKl APACS 8.2.3

1. YcranoBute 1 3anyctute cnyx6y WebAPI APACS cornacHo MHCTpykumm K MK
APACS.

o PekomeHayeTcs co3gaTb oTaenbHoro onepatopa APACS, oT nmua KoToporo
6yanet paboTtaTtb PassOffice.

e BblaanTe gaHHOMY onepaTopy NpaBa Ha YTeHue rpynn AoCTyna, KoTopble
AOMKHbI 6bITb AOCTYNHbI Npn paboTe B PassOffice.

e B pepese o6bekToB APACS co3panTe nanky, B KOTOpyt 6yayT nobaBnarbcs
HoBble 06bekTbl PassOffice.

e 3apanTe nceBAOHUM AAHHOW Nanke.

e [lpy HeobXOAMMOCTM 3a4anNTe NpaBa Ha
nobaBneHne/penaktnpoBaHue/ynaneHns B 3Ty nanky Ans onepartopa, noa
KoTopbIM 6yaeT paboTtatb PassOffice.

3anycTtute cepBep PassOffice c nomowbto danna PassOfficeSrv.bat.

. 3aTeM oTKpownTe bpay3ep, B aApeCcHYl0 CTPOKY BBeAUTe aapec XOCTa, Ha
KOoTOopoM 3anyuieH cepsep PassOffice (Hanpumep, localhost:80) n
aBTOPU3YNTECHb N0 YYETHON 3anucbio AgMUHUCTpaTopa (N10rMH 1 Naposnb
AOMUHUCTpaTopa 3a4aeTcsa BO BpeMS YCTAHOBKWU CUCTEMBI).

OTKpoUuTE NYHKT MeH «AaMMHUCTpUpoBaHne / Hactponka CKO».
OTpenakTnpymnTe yyeTHyto 3anncb APACS, ykasas:

W N

vk

e NOrMH K naponb onepatopa WebAPI, oT nvua kotoporo 6yaet pabotaTb
PassOffice. Mo ymonuaHuto - user n password

e URL cnyx6bl WebAPI APACS

e [CEBAOHMM Nanku, B KOTOpyto 6yayT nobaBnsaTbCcs HOBble 06bekTbl PassOffice

e rnocTtasBbTe pnaxok «OTpabaTbiBaTb yaaneHne B CKA», ecnv npu yganeHmu
nocetutens B PassOffice Bbl XoTUTe yAanaTb COOTBETCTBYOWYIO 3anuck B MK
APACS.

e noctasbTe dnaxok «APACS Bio», ecnu B KayecTse naeHtudukaTopa
NaHUpyeTCsa UCnonb3oBaTtb nUO nocetutend. (Mocne opopMaeHns HOBOM
3as8B8ku, choTorpadmpoBaB noceTutTens Ha sBeb-kamepy u Bblaauu
BUPTYyanbHOro rnponycka - nocetutento byaer Ha3HayeHa pynna goctyna u
NpoCTaBJ/IEH MHTEpPBaa C HA4YasiOM N OKOHYaHMEM BM3nUTa. Ha 3ak10YnTeNIbHOM
3Tane NpovcxoanT UAeHTUdUKAUNSA MO NINLY NMOCETUTENS U NpefoCTaBfeHne
AOCTyna B nepuoa AeNUCTBUS nponycka).

e YKaxwuTe cooTBeTCcTBUE KaTeropun ana CoTpyaHukos u MNMocetutenen ans
Moncka cxoxxux nocetntenen B CKA.

6. lNMpoBeauTe TecT coeamHeHuns. Ecnm TecTt NnpoxoauT yCnewHo — aKTUBUPYynTe
AaHHble HacTponku coeamHeHnsa ¢ CK. B cnyyae owmnbok npoBepbTe Noru
cnyx6bl WebAPI APACS un cepsepa PassOffice.

7. PeaktuBuposaTb/[deaktnsmnpoaTtb coegnHeHmne ¢ CK MOXHO C NOMOLLbIO
COOTBETCTBYOLMX KHOMOK.
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HacTpoiiku coeguHenun ¢ CK N© 46 X
APACS Opansep APACS -

nst

http://localhost:7010/v1/webapi/v3 X

HacTpowku ans UHTErpauumn

CardLibFolder

[] APACSBio

CooTBETCTBUE KaTeropumn
CoTpyaHuku -
Mocetutenn -

OTtpabatbiBatb yaanenue 8 CKL

PvkeBHan HBODMaLIR

m ¥ AKTMBMPOBAaTb )\ TecT coeauHeHnA

OKHO HacTpoek coeauHeHus c APACS
1.3. Koudurypuposanue nuarerpamnuu ¢ CKJl Bolid

YctaHoBuTte n 3anyctute CK OprOH COrlacHO MHCTPYKUKUN.

3anyctute Mmoaynb nHTerpaunm OpuoH (cornacHo MHCTpykumm Kk CKAO).

YcTtaHoBUTe 1 3anycTtute uHctannatop PassOffice, npu yctaHoBKke BbibepuTte

koMmnoHeHT Bolid SOAP Wrapper.

4. 3anyctute dann bolid-soap-wrapper.bat, Haxoaswerocs B nanke yCTaHOBKM
B noananke bolid-soap-wrapper.

5. B koHdurypaumoHHoM danne application.yml ykaxuTte server: port: - nopr,
Ha KOTOPOM cepBuC byaeT cnywaTb BXoAsiWMe COeaNHEHMS.

6. 3aTeMm oTkpouTe 6pay3ep, B aApecHyl0 CTPOKY BBeAUTE agpec XOCTa, Ha

KoTopoM 3anyuweH cepeep PassOffice (Hanpumep, localhost:80) un

aBTOPU3YNTECb NOA YYETHOM 3anucbio AgMMHUCTpaTopa (JIOrMH 1 Naposb

AOMUHUCTpATOpa 3a4aeTcs BO BpeMS YCTAHOBKWU CUCTEMBI).

OTKpoNTE NYHKT MEHI0 «AAMUHUCTpUpOBaHue / Hactponka CKO».

OTpenakTmpymnTe yyeTHyo 3anucek Bolid, ykasas:

WN =

®© XN

e JIOFMH W NapoJib onepaTtopa, OT inua KoTtoporo byaet pabotatb PassOffice

e URL CKA

e rocTaBbTe pnaxok «OTpabaTbiBaTh yaaneHne B CKA», ecnv npu yganeHmu
nocetntens B PassOffice Bbl XOTUTe yaanaTb COOTBETCTBYHOLWYHO 3annck B CK/
Bolid

e rocTaBbTe pnaxok «Ncnonb3oBaTb ayTeHTUGUKaUMO» N ykaxumTte URL
mMoayns uHterpauun OpuroH.
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e YKaXuTe cooTBeTCcTBME KaTeropun ana CotpyaHuMKoB un lNocetutenen ans
nomcka cxoxmnx nocetutenen B CKA.

9. lMNpoBeanTte TecT coeanHeHUs. Ecnm TeCT NpoxXoaAuT yCNELWHO — aKTUBUPYHUTe
AaHHble HacTponkn coeamHenns ¢ CK. B cnyyae ownbok npoBepbTe NOrm
Bolid n cepsepa PassOffice.

10.PeakTnBumpoBaTtb/eakTnenpoBaTtb coeanHeHne ¢ CK MOXHO C NOMOLLbIO
COOTBETCTBYIOLLMX KHOMOK.

HacTtpoiiku coeguHenusi ¢ CK N2 51 X
Bonwug, Opaweep Bolid -
admin -~ e

http://localhost:8080/ X
HacTpoikv Ana UHTerpauuu

MCnonbz0saTs ayTeHTUdUKaLMD

Iﬁp;focal&stéﬁ’c /soap/10rionPro/

COOTBETCTBUE KaTEropum

Corpivjn-(;r'r(;1 -
MoceTtutenun -

OTpabaTbieaTs yaaneHue 8 CKI,

Cnvxebras nidobmauns

m ¥ AKTMBMpOBaTb XA Tect coeanHeHun

OKHO HacTpoek coeanHeHusn ¢ CKA Bolid
1.4. HWmmnopt rpynm aoctyna

YT06bl HAa3Ha4YaTb NoceTUTENsaM rpynnbl 4OCTyna, nepeHecute nx ns CKA B
PassOffice:

1. OTKpounTe NyHKT MeHto «KoHdurypuposaHue / 'pynnbl 4OCTyna».

2. BbInonHWUTe MMNopT rpynn A0CTyna, Ha)aB Ha KHOMNKY «CUHXPOHU3NPOBaTb C
CKO». OenanTte nMnopT Kaxabl pas, koraa B CK[ nobasnsercsa HoBas
rpynna, Heobxoammas ansa PassOffice. O6patute BHMMaHue, 4TO
aBTOMaTN4YECKON CUHXPOHU3auun ¢ Ipynnamu [JocTyrna He rnponcxoanT,
TOJIbKO rocsie Haxatnsi «CMHXpoHu3nposatb ¢ CK/A» (Mpu HaxaTtum
«O6HOBUTbL» NPONCXOANT TOILKO CYUTbIBAHWE aKTyasibHOW MHGOpMaunm ns
6a3bl AaHHbIX).

1.5, DJeKTpPOHHBIN KYPHAJI
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Ecnu nHTerpauun ¢ CKJ He TpebyeTcs, TO BbibepuTe B pasgene
«AaMmnHucTpupoaHue / Hactponkun CKO» S/1€eKTPOHHbIN XYpPHaZl N HaXXMUTE
«AKTMBMpoOBaTb>». Mocsie 3TOro co3ganTe BUPTyanbHYO rpynny AOCTyna, Hanpumep,
«locTteBon poctyn» B pasgene «KoHdurypmposaHue / Npynnbl 4ocTyna» u
odopmMnanTe 3aaBKN Kak 06blyHO. OTnpaBka AaHHbiX B CK[ npu 3TOM He
NponucxoauT.

HacTpoiku coeguHenua ¢ CK, N2 50 X

SNeKTPOHHbIN XypHan SNeKTPOHHDbIN XypHan -

OKHO HacTpPoOEeK COeANHEHUS C DNIEKTPOHHbIM XXYPHa/lIOM
1.6. Pabora ¢ Heckoabkumu CKJl onHoBpeMenHO

MopoaepxneaeTcs Bblaavya NMAeHTUPUKATOPOB Cpasy B Heckosibko CK/.

1. AkTusmpynte Heobxoammblie CK/.
2. YkaxwuTte pynnbl 4OCTyna npu 3ano/IHEHUN 3aSBKMU.
3

Mpu BblAayve Nponycka ykaxute B kakne CK[ HeobxoaAnMO OTrpy3unTb AAHHbIE
Nno NOCeTUTENSAM.

1.7. KopHeBble HACTPOMKH /JIs1 BCeil CHCTEMBbI

OTKponTE MYHKT MeH «AaMUHUCTpUpoBaHue / KopeHb cnctembl». OTKpoONTe Ha
peaakTmpoBaHue 06bekT «KopeHb cuctembl». OTpegakTupymnTte «KopHeBble
HaCTPOMNKWN».

HacTpoiku MoryT 6biTb 3aaHbl HA TPEX YPOBHSAX:

e Ha KopHe cuctembl (AAMUHUCTpUpOBaHue / KopeHb CUCTEMbI).

e« Ha pomeHe (AaMnHucTtpupoaHue / 1JoMeHbI).

e Y KOHKpeTHOoro onepartopa (AAMUHUCTpUpoBaHue / Onepatop). Ansa Kaxaoro
KOHKPETHOro onepaTtopa BblYMCSeTCa CyMMa HacTpoek: KopHeBble (ecnum
ecTb) + HacTtponkn [loMmeHa (ecnm ecTtb, akTUBHbIE NO3MLUNN NepeonpenensoT
KOpHEBble HacTporkKn) + HacTtponku onepaTtopa (ecnu ecTb, aKTUBHbIe
no3numnn nepeonpeaensitot CyMmy npeablayimnx HacTpoek).

1.8. Co31anue onepaTopoB U HA3HAYEHUE PoJIeii

1. OTKpoWTE NYHKT MEHIO «AAMUHUCTPpUpoBaHMe / OnepaTopbl».
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2. Co3pante HOBOro onepatopa, ykazas ®MO n nepcoHanbHble AaHHbIE, NOMNH K
e-mail onepaTtopa A0/KHbI 6bITb YHUKanbHbIMM B paMkax PassOffice. JnnHa
noruvHa - 21 cumBon.

3. YkaxwuTe llonb3oBatesib SSO - ecnn 6yaeT NpoxoanTb aBToOpmu3auns yepes
SSO.

4. 3anonHuTe AaHHble no OpraHu3aymy - B BbiNnagatoweM cnucke Boibepute Bug
opraHmsaummn, ykaxute HassaHue, Agpec (B BbiNnajawoweM cnmcke Bolbepute
Tun agpeca, ykaxuTe obsasatensHble nons: PernoH, PanoH, MNopoa, oM 1 npu
HeobxoammocTn Ynuuy, Kopnyc, KBaptupy, JOoNONHUTENbHYIO MHpOPMaUNLo),
TenedoH, JononHuTenbHy MHbopmauuto. MNMpu aToM gaHHas OpraHusauus
no ymonyanuto éyaert 3agaHa Ha OCHOBHOM (hopMe 3asBKMW.

5. lNpu Heobxo0AMMOCTU nepeonpenennTe A9 ornepaTtopa HacTPOWKK, Bblbpas
«[1o6aBuTbL>» B none HacTporiku.

6. HasHaubTe HeobxoanMble ponu:

e [logaya 3assBOK — cO3[aHune HOBbIX 3as9BOK (Pa3zgen «Mowu 3aaBKu»).

e CornacoBaHue 3asiBOK — cornacosaHue 3asasok (Pasgen «Mowu
CorslacoBaHmns»).

e Bbigaya npornyckoB — BblAa4vya NPOMNyCKOB N 3aBepLUeHMe LMKIIA XU3HN
3asa8ku (Pa3gen «bopo NponycKkoB»).

e KapTtoTeka - npocMoTp nHdpopMaunmn no CorpyaHukam, lNocetutesnsm, VIP
lMoceTntensim, be3 kateropuu, BeAeHNEe NOKaNbHOIro YepHOro cnucka
nacrnopToB U NMoceTuTenemn, a Takxe Aoctyn K pasgeny CnpaBoyHukn. Ecnu
AAaHHOe NpaBo OTCYTCTBYET, TO onepaTopy Npu BBoAE noceTutens byaer
HeAOoCTYNHO AobaBneHue yxe CyLecTBYOLWero noceTuTens.

e [JlexypHblit pexxum - [OCTyN K pasgaeny LexXypHbIn pexuM.

e [IpocMOTp OoTHETOB — NPOCMOTP oTyeToB (Pasgen «OT4YeTbI»).

e AAMUHUCTpUpOBaHmne — agMnHmncTpmpoBaHune PassOffice (Pasaensl
«AOMUHUCTpUpoBaHue» n «KoHdurypmnposaHme» 1 BCe oCTalnbHble pa3aensbl
PassOffice).

e [lonib3oBatesib — obs3aTenbHas ponb AN BCEX ONepaTopoB, NO3BOASET
BXoanTb B PassOffice.

7. 3apanTe HacTponku ayamTa onepaunii: YaaneHne/3mMeHeHne obbekTa,
NmnopT/OTrpy3ka obbekToB B CK/[, O6HOBNeHMe nuueH3un, CnmaHue
06bEeKTOB.

8. Yxe cywecTtByowemMy onepatopy MOXXHO CMEHUTb NapoJsib, HAXMUTE
«CMeHUTb Naposib» 1 Ha No4Ty onepartopa 6yAeT BbiC/1aHO NMUCbLMO C KOAOM
noaTeepxaeHus. 3atem Beegnte Koa noarsepxaeHms n Hoebln Naposib.
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Passoffice™

Gwpo NnponycKkoe

Hoeeblit onepatop X
Benoe Cepreit I0pbeBuy

operator_1 operator_1@aamsystems.ru

......... a2

Monb3oeatent S50

AAM CHCTeM3 v
HacTpoiiku onepaTopa v
Mpaea

Mopada 3arRB0K [ mexyprbiit pexum

[_] Cornacosanme sanzok ] Mpecmotp otuetor

[_] Boiaaua nponyckos ] Agmusmctpuposatne

[] Kaproteka MonbsoBaTens

[ copmur | e |

OkHO co3paHusa Onepartopa

2. Pazpenbl aona AGMUHUCTPATOPOB
2.1. KapToTeka

B pasnene xpaHutca nHdopmaumsa o CotpyaHukax, lNocetutensx, VIP nocetntesnsx
n bez kareropun (KOTOpbIM He 6blna BbibpaHa HU O0AHa M3 NpeanoXXeHHbIX
KaTeropun), a Takxe no YepHomy criucky - 31O NOKasibHbIW YepHbIN CMNCOK
noceTutenen u nacnopTtoB U KoHG/mKTam - 3To UMNOPTUPOBaHHble n3 CK/
nosib3oBaTenu ¢ oagMHakosbiMn ®NO.

CoTpyaHukos, NMocetntenen, VIP nocetutenen, be3s kateropmm MoXxHo
CUHXPOHM3NPOBATb M3 NoakNtoueHHbix CK, Ans 3TOro HaXXMUTE Ha MKOHKY
«CuHxpoHusunposatb ¢ CK» u nonb3osatenn 6yayt gobasneHbl B
COOTBETCTBYIOLWMNE pa3aensi.

MoceTnTenen, He NpUBA3aHHbIX K 3asiBKE MOXHO 06beanHUTb. [JNa 3TOro B
CoTpyaHukn / Nocetutenun / VIP MNMocetntenu / be3 kateropuun Bblaenute
noceTuTenemn B KONoHKe «[1encrensa» n Haxmute «O6beanHUTb BbibpaHHbIe»,
OTKpoeTcs OKHO «btopo nponyckos» ¢ ID n UHdopmaumen, ganee HaXxXMmTe Ha
MKOHKY «3aMeHUTb BCEX OCTasibHbIX Ntoaen Ha @MO» HanpoTtuB Ton ®NO, Ha
KOTOpPY HEO6X0AMMO 3aMEeHUTb AaHHbIE.

B AaHHbIX pa3sgenax MoxHo chopmmpoBaTb OTyeThl B dopmaTe pdf nnm excel. Ans
3TOro B Nt060OM paszgene HaXxXMuUTe Ha MKOHKY «Co3aaTb oTdeT». OTKPOETCS OKHO
«eHepauusa otyeTa», BblbepuTe popMaTt oTyeTa U HaxmuTe «CreHepupoBaTb
oTueT». B Tynbape nosaBUTCHA MKOHKA «[OTOBble OTYETbLI», NMPU HAXATUN Ha Hee
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6y,EI,YT AOCTYMHbI ANnd CKavYnBaHuU4A (baVIﬂbl C YKasaHuneM gatbl 1 Ha3BaHUNEM
napaMeTpa OTYETA.

Ans noncka nocetutenenm Haxmute «OuabTpoBaTb» pPAAOM C nosem MNMounck.
OTKpoOeTCs COOTBETCTBYIOLWLEe OKHO, 3adante @O, [aty co3gaHns v [Jarty
moanukaymn. Ans pacClUMPEHHOro NMOUCKa B 3TOM Xe OKHEe HaXMmuTe
«PacwmpeHHbIn dunbTp» 1 6yayT AOCTYNHbI nonsa: MpaxaaHcTeo u Homep
AOKYMeHTa.

3apaBaTb oTO6paXkeHne AaHHbIX U WabnoHM3MpoBaTb HEKOTOPbIE MO MOXHO
«KoHdurypuposaHue / Hactporiku / MNMpoyee / LabnoHbl oT4eToB», NogpobHee CM.
«Pazpenbl pna AQMUHNCTPATOPOB».

B pasnene YepHblin cnncok - aobaBnsamnTe HoBble 3anncn ¢ ykasaHnem OO un cepuen
M HOMepoM nacnopTa.

B KoH®nunkTbl - BbibepuTe nonb3oBaTenen, Kotopble 6blsi MMNOPTUPOBAHbI C
oanHakoBbiMM OUNO, HaxMnTe O6BLEeANHUTL BblbpaHHbIe, OTKPOETCS OKHO «HanaeHbl
PaCXOoXAEHUSA», rAe HYXHO OTMETUTb AYENKN C AaHHbIMU, KOTOpble HeobxoaMMo
caenaTtb NPUOPUTETHLIMU, €C/TN PaxoXAeHUs He HauZeHbl, TO CMAHne
nosib3oBaTenen nponsonaeT aBToMaTmyecku. lNMonb3oBaTtesib Npu 3ToM byaeT
AobaBneH B COOTBETCTBYOWMIM pasaen Kaptotekn, B CK Takxe npousonaer
cnusiHue.

2.2. CnNpaBOYHMUKM
Co3paBanTe cobcTBeHHble Tunbl AOKYMEHTOB, aapecoB n ®opMbl OpraHuM3aumi.

e @®OpMbl OpraH1saumMn — cosganTe HOBYIO OpMY OpraHm3aumu C NOMOLLbIO
KHONKKN «[]06aBnTb>» (NAKOC) N B OTKPbIBLUEMCS OKHE YKaXXWTe MOJIHYIO U
KpaTKyl MHMOpMaLUMIO U COXpaHuUTe.

e Twunbl agpecoB — TakXe co34anTe HOBbIM TUN agpeca, yKa3as MOJSIHYO U
KpaTKyt MHbOpMaLmio.

e Twnbl JOKYMEHTOB — BCe CO3AaHHble TUNbl 4OKYMeHTOB. Co34anTe HOBbIN TUN
AOKYMeHTa C MoMoLLblo KHOMKKN «[Jo6aBnTb>» (Nntoc). B oTKpbIBLIEMCS OKHE
yKaxute HamMeHoBaHWe Tuna AoKyMeHTa, Bbibepute KaTteropumio 4OKyMeHTa:
MacnopTt, bnomeTpmnueckuin nacnopTt, Boantenbckoe yaoctoBepeHue,
3arpaH.nacnopT, Apyrasa kateropus. M3 Bbinagarowero cnmcka sbibepure
CTtpaHy. 3apante Macky gokymeHTa, 0 - ana umcen un A (aHrn. NpPonucH) - Ang
6ykB. Hanpumep, ansa MNMacnopta PO mMacka gokymeHta 6yaet 0000 000000.
MocTaBbTe, ecnn HeobxoamMMo, hna)xok HanpoTMB Nonsa PaspewnTb
COXpaHeHue AOKYMeHTa, Npu 3ano/IHEHUU 3a8BKN AOKYMEHT 6yaeT coxpaHeH
AaXKe eCcqin He npolia Banuaauusa no Macke.

e OpraHumsauuu - B 4aHHOM pa3aenie co3aaBanTe opraHm3aunm unm
pefakTupynTe nMmeruwmecs. [ns co3gaHns HaxkKMmTe Ha KHoONKy «[lobaBuTtb»
(nntoc). B oTKpbIBLWIEMCSA OKHE yKaXute Bua opraHmsaunmmn, sBoibpas n3
BblMagatowero cnucka, HasesaHue, Agpec (B BbinaaatoweM cnmcke Bbibepute
Tun agpeca, ykaxute obsa3atensHble nons: PermoH, PanoH, Mopoa, oM 1 npu
HeobxoammocTu Ynuuy, Kopnyc, Ksaptmpy, JonoAHUTENbHYO MHpOpMauuto),
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TenedoH, JononHutenbHy nHbopmaumio. MNMpu HeobxoanMocTn
OpraHuzaumm MoXHO 06beanHUTb. s 3Toro Boigennte OpraHmsaunm B
KONoHKe «[lencteus» n Haxmmute «06beanHnTb BbibpaHHbie», OTKpPOETCS
OKHO «Bbtopo nponyckos» ¢ ID n UHdopmaunen, ganee HaXXMUTE HA NKOHKY
«3aMeHNTb BCe OCTallbHble opraHu3aunMn Ha Ha3BaHue opraHusayum»
HanpoOTMB TOW, HA KOTOPYD HEOH6XOAMMO 3aMeHUTb AaHHbIE.

e MakeTbl KapT - 4N CO34aHMSA HOBOIO MaKeTa KapT Ha)XMUTE Ha KHOMKY
«[lo6aBnTb>» (NNC). B OTKpbIBLIEMCS OKHE CfieBa YKaXXute HasBaHue MakeTa,
3ajanTte, ecnm Heob6xoaAnMMo HacTponku: Mcnonb3osate ®NO BMecTe,
OTYECTBO, OpraHM3auuio U AO/MKHOCTL. ocne 3agaHnsa AaHHbIX HAaCTPOEK B
TekcToBble Nog BbibepuTe rnone n crnpasa B pefakTope U BOCMNOSIb3yNTeCh
BblpaBHMBaHMEM MO rOPU30HTa M M BEPTUKANN, NpeaBapuUTeNbHO 3a4as war
cMmelweHus. Nlanee 3arpysute obpaseu ¢doto U oHoBOro nsobpaxeHus. MNpu
3arpyske oTo byaeTr A4OCTYNHO pefaKTUpOBaHMeE LWWMPUHBI U BbICOTbI. Takxe
cnpaBa B peAakTope 3ajaiTe ropnsoHTasibHOe N BepTuKanbHOe
pacnosioXeHne MakeTa n pasmep wpudTa.

2.3. [le)XypHbIA pexxum

B naHHOM pa3sgene oTobpaxatoTcs 3asBku B ctaTyce CorziacoBaHo (C aKTUBHbIMU
NponyCcKamMu Ha TeKyLuin MOMeHT) n ObpaboraHa (C [aTon akTMBaLMK Nponycka
cerogHs), Npu 3ToM KaTteropuwn lNocetutener, CotpyaHukos u VIP

lMoceTutesneim MoryT 6biTb BblA€NEHbI LIBETOM.

Ecnu B 3aaBKe 6bin1 NnpukpensieH ¢gann, Hanpumep, Co CNMCKOM MaTepuanbHbIX
LeHHOCTeNr, TO B AaHHOM pa3gene AO0CTYNHO 6bICTpoe ero ckaumBaHMe U3 KOJTOHKM
dann B 3asBKe.

Ansa noncka nocetutenem Haxmute «OuabTpoBaTb» pPAAOM C nosaem Mounck.
OTKpoeTCs COOTBETCTBYHOLLEE OKHO, 3aA4anTe [laTy AeakTueBaumun. ns
pacCLLUMPEHHOrO NMOUCKA B 3TOM Xe OKHE HaXMuTe «PaclumpeHHbIn punbTp» n 6yayT
AOoCTynHbl nonga: ®amunusa, Nma n OTyecTso.

3apaBaTb oTO6paXkeHne AaHHbIX U WabnoHM3MPOBaTb HEKOTOPbIE MO MOXHO
«KoHdurypuposaHue / Hactporiku / MNMpoyee / LabnoHbl oTyeToB», NnogpobHee CM.
«Pa3genbl ans AAMUHUCTPATOPOB>.

MapkoBkH

1. AktuBupymnte B «KoHbuUrypnposaHme / HacTponku / PexuMbl» noaaepx Ky
MNnowanok.

2. CospanTe nnowanku, Ans 3Toro B «<AAMMHUCTpUpoBaHue / MNMnowankm»
HaXxMnTe Ha «[JobaBUTb» M B OTKPbIBLLUEMCS OKHe yKaxute HassaHue
naowanku, B nose NapkoBkK Takxe HaxmuTe «[lobaBnTb», 3anante
HasBaHue napkoBkun, KonnmyectBo NapKoOBOYHbIX MECT, AKTUBHOCTb U
coxpaHuTe.

3. CdopmupynTe 3a8BKYy U Npu yKasaHm ABTOMOBUNSA NOSABUTCS
none 3abpoHnpoBaTb rNapKoBo4YHoOE MeCTo, rae HeobXxoamMMOo NOCTaBUTb
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ranouky n rnosiBUTCS HaCTponka Bbibepute napKoBKy, Npu 3ToM 6yayTt
AOCTYMHbI TO/IbKO NApPKOBKM CO CBOBOAHBIMW MEeCTaMn N aKTUBHbIE.

Co3aaHHble NapkoBKM 0To6pa3ATcs B pasaesne MapkoBoUHble MecTa. B
cTon6ue CraTyc 3eneHbIiM LLBETOM 0603HAYaeTCsl, YTO NapKoBKa CBO60AHA, KPacCHbIM
- 3aHsTa.

o [lapkoBKa - HOMep NapKOBKM

e BpOHb, 0XMAAETCS - YKA3bIBAETCA KOMMYECTBO 3a6pOHMPOBAHHbIX MECT Ha
napkoBKe

e« CBobogHo/(be3 6poHu) - oTobpaxatTcsa cBob6oAHbIE MecTa 1 obliee
KO/IMYeCTBO MeCT Ha NnapKoBke

e 3aHATO - KONINYECTBO 3aHATbIX MECT Ha NapKoBKe
e Bcero mecrt - KONM4YeCcTBO MeCT Ha NapKoOBKe U 3aHATbIX U CBOBOAHbIX.
BpoHu aBTO

B naHHOM pa3jesie MOXHO MOCMOTpeTb Kakue aBTO OXMAAKTCH B bavxanwee BpeMms.
B ctonbue Jenctemsa npu HaxxaTum Ha Bre3g OnepaTop paspellaeT npoess aBTo Ha
MecTO, KoTopoe 6b1510 3a6pOHMPOBAHO N TeNepb CTAHOBUTCHA 3aHATbIM. [1py 3TOM
aBTO NepenaeT U3 pasaena bpoHun aBto B lapkoBku, a B [1lapKOBOYHbIX

MecTax nsMeHuTca nHdopmaumsa - 6poHb CHMMaeTcs (B ctonbue BpoHb, oxunaaeTcs -
0), napkoBo4HOe MecTo byaeT 3aHATO (B cTOoNb6UE 3aHaTo - 1).

MapkoBkH

B aTOM paszgene otobpaxkaeTcs Tekyllee COCTOsIHME Ha MapKOBKe - Kakue aBTo
HaxoAaTCs Ha AaHHbIM MOMeHT. [pu HaxaTum Ha Bble3sa B ctonbue encreug,
napKoBO4YHOE MeCcTo ocBoboxaaeTcs, nHdpopmaumsa 06 aBTo ncyesaeT U3 AAHHOIO
pasaena u B lNMNapKoBOYHbIX MecTax oTobpaxaeTcs, 4To MecTto cBob6oaHo (B ctonbue
3aH4aTto - 0).

2.4. OTyeThl
B «OTueTbl» cobupaetcsa nHdopmMaumsa oT onepaTtopoB Mo creayowmm napaMmeTpam:

e 3asiBKam - B J@HHOM pasjene MOXHO aHHY/IMpOBaTb, apXMBMPOBaTb 3asiBKU
nnun nepeHectn B «O6paboTaHHblie», ecnun 3asBKa bblna B «HepHoBUKE>».

3apaBaTb oTObpaXxkeHne faHHbIX U WabnoHM3MpOBaTb HEKOTOPbLIE MOt MOXKHO
«KoHdurypuposaHue / Hactponku / MNpouee / K LWabnoHbl oTyeTtoB», nogpobHee
CcM. «Pazpgenbl ana AQMUHUCTPaTOpPOB>.

[Nna noncka 3asaBoK HaXxXMute «OunbTpoBaTb» paaoM ¢ nonem Mounck. OTkpoeTcs
COOTBETCTBYHOLLEE OKHO, Bbl6epVITe daty aktuBayum v [aty geakTtuBauuy rnponycka,
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yKaxxute Heobxoaumsle lnowagkm (6yayT AOCTYNHbI BCE NAOWAAKM N aKTUBHbIE U
apXuBHble) nnun BblbepuTte be3 niowanok. Ansa pacluMpeHHOro NnoMcka B 3TOM Xe
OKHe HaxXMuTe «PacluMpeHHbIN PUNbTP» N OTKPOETCS CMUCOK NOSIen, Mo KOTOPbIM
éyaet npomnsBoamTbCsa nouck: ®amunusa, Umsa, OtyecTtBo, Homep aokyMeHTa, LUenb
BM3nTa, OpraHmsauus.

ObpaTtute BHUMaHue, €C/iM B HACTPOMKAX BK/IOYEHA rogaepxxka lliowanok v npu
3TOM He BblbpaHa HacTporika Pa3peLuatb rnpocMaTpuBaTh 3asiBK1 /151 BCeX
rnaowanokK, To B ¢puabTpe 6yaeT npocrasseHa liowanxka no ymoadaHur. Takxke
€C/In B HacCTporiKax rosib30Bartesis ykazaHa OpraHu3auymnsi, oHa Toxe byaert
rnpocraBJsieHa B (pusibTpax rno yMosi4aHunio.

e Jlrogam - cobupaetca BcA MHPOpMauMa no rnocetutensaMm. Mx MOXHO
CUHXPOHU3NPOBATb M3 NOAKMOYEHHbIX CK, AN 3TOro HaXXMUTE Ha UKOHKY
«CnHxpoHusmnposatb ¢ CK» 1 nonb3osaTtenu 6yayT AobaBneHbl B AaHHbIN
pa3gen. NoceTutenen, He NpUBA3aHHbIX K 3a89BKe MOXHO 06beaAnHUTbL. [ns
3TOro BblAeNINTE NoceTUTeNen B KONOHKe «[1enCTBUS» N HaXMuTe
«06beanHUTb BblIbpaHHblie», OTKPOETCA OKHO «Bropo nponyckos» ¢ ID u
NHdopMaunen, panee HaXXMUTE HA MKOHKY «3aMEHUTb BCEX OCTaslbHbIX
mogen Ha @NO» HanpoTus Ton ®NO, Ha KOTOPYD HEOBXOAMMO 3aMEHUTb
AaHHbIE.

Ons noncka nocetutenem Haxmute «OunbTpoBaTb» pPAAOM C nosaem MNMounck.
OTKpoOeTCs COOTBETCTBYIOLWEEe OKHO, 3aaante @O, [aty co3zagaHns v [Jarty
moangukaymm. Ons pacluMpPeHHOro NOMCKa B 3TOM Xe OKHE HaXMmuTe
«PaclwmnpeHHbIn punbTp» 1 6yayT AOCTYNHbI Nonsa: paxaaHcTeo u Homep
AOKYyMeHTa.

e [Iponyckam - BCe BblaaHHble [1ponycKa, B 3TOM pa3aene
MOXHO M3b5Tb NPONYCK, KIIMKHYB Ha Bbl6paHHbIM NpPONYyCcK U aanee
«N3baTb». TakKe MOXXHO NMOCMOTPETb UCTOPUIO MPOXOA0B, HaXaB Ha
COOTBETCTBYIOLLYH UKOHKY.

e [flokymeHTaM - cnncok [JOKyMeHTOB C BO3MOXHOCTbIO peAaKTUPOBaAHUSA
AAHHbIX.

e AgpecaM - CNUCOK BCexX AApecoB C BO3MOXHOCTbIO peJaKTUPOBaHUA AaHHbIX.
e  ABTOMO6M/ISAM - CMNCOK ABTOMObBMNEN, AOCTYNHO yTouHeHmne CTpaHbl, HoMepa,

Mapkun aBToMO6MNS U yKasaHue NapKOBOYHOIo MecTa.

B AaHHbIX pa3sgenax MoxHo chopmmpoBaTb OTyeTbl B opmaTe pdf nnm excel. Ans
3TOro B N060OM pasjesnie HaXXMUTe Ha MKOHKY «Co3aaTb oTtyeT». OTKpPOeTCs OKHO
«F'eHepauunsa otyeTa», BblbepuTe popmMaT oTyeTa U HaxmuTe «CreHepmpoBaTb
otyeT». B Tyn6ape nosBUTCS MKOHKA «loToBble OTYETbI», NPU HaXaTUM Ha Hee
6yayT AOCTYMNHbI A9 CKa4YMBaHMA anbl C yKasaHWeM AaTbl U HA3BaHUEM
napameTpa oTyeTa.

Takxe AOCTYNHbI cneayrwumne OoTveETbI:

e [lapKOBOYHbIM MECTaM - CMMCOK HOMEPOB MapKOBOYHbIX MECT C YKa3zaHUEM
Homepa 1 Mapku aBTOMObUNS, @ TakXKe AOMOHUTENbHON
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nHdopmMaunen OctaBuTb Ha HoYb UNWN Pa3rpy3ka. Ana nobasneHmns HOBOro
MapKoOBOYHOIro MecTa HaxmuTe «[Jo6aBuTb» N yKaxknte NapKoBOYHOE MeCTO,
AononHutenbHyto nHpopMauuto, BbibepuTte MNapkoBky n OCTaBuTb Ha

HOYb UNW Pasrpy3ka. Qna rpynnoBoro co3gaHms napkoOBOYHbIX MeCT
AONONHUTENBHO YKaxuTe anana3oH oT 1 ao 100, ykaxute ¢popmMaT - TONIbKO
umdpbl, 6yKBEHHOEe 3Ha4YeHue ceBa Wan crpasa.

e [lapKOBKM - CNNCOK BCEX MAPKOBOK C yYKa3aHMEM Konn4yecTtBa MecT M cTaTyca
aKTUBHOCTWN. B naHHOM pasfesie MOXHO oTpedakTupoBaTb Ha3BaHue
napkoBkun, KonnyectBo MecT, U3MEHUTb CTaTyC AKTUBHOCTU UNU YAANUTb
NapKoBKY.

e Co0b6bITNS - CMNCOK BbIAAHHbIX/M3BATLIX NPOMNYCKOB,
NoANMCaHHbIX/0TO3BaHHbIX cornacum o6 obpaboTke nepcoHanbHbIX AAHHbIX,
Bbl4a4ya rnponycka noceTUTento C NpOCPOYEHHbIM MacnopToM, coBnageHue C
YEepPHbIM CMUCKOM.,

e AyAuT - CNUCOK AENCTBMN ONepaTopoB A8 ayANpOBaHMUS.

e YBeqoOM/IEHMS - CNNCOK NOCNeAHUX YBeAOMIEeHUN, C YKa3aHWeM AaThl,
onepaTtopa “ TMNOM yBeAOM/IEHMS.

2.5. KoHpurypuposaHue

e [pynnbl 4OCTyra — HACTPOMKK Npas, BbirpyxeHHble n3 CKA. MMeHHO rpynna
AOCTyrna Ha3Ha4vyaeTcs NoCeTUTENI0 U pa3pellaeT eMy NpoxXoAnTb B TO UIu
nHoe nomewieHne. Haxmute CuHxpoHu3nposatb ¢ CK/, 4Tobbl 3arpy3unTb
aKTyalbHble rpynnbl 4oCTyna. pynnbl 4OCTyNa He peAaKTUPYITCH U He
yAanawTcs, Kpome ], co3aaHHbIX B D/1eKTPOHHOM XypHase. MNpn Bblbope
CKJ - 21eKTpoHHbIH XypHas, F'pynnbl 4OCTYNa MOXHO cO34aBaThb,
pefakTMpoBaTb M CHUMaTb aKTUBHOCTb.

e Kateropum — co3paBanTe KaTeropmm noceTutenemn Ans NoCTpoOEHUs OTYETOB.
Mo ymonyaHuio AOCTYynHbl Tpu Kateropuu: VIP
lMocetutens, CoTpyaHuk, lNoceTutesisb.

B kaxaon kateropum AoCTynHO TpebosaTtk corsiacme Ha obpaboTKy rnepcoHasibHbIX
AaHHbIX, NOCTaBbTe (N1aXKOK HANPOTUB AaHHOro TpeboBaHus, ecnm HeobxoanMmo.

Ucrnonb30BaTe LUBETOBOE Bbige/IEHME - NOCTaBbTe (G1aXKOK HANPOTUB AAHHOIo Nons,
HaxxmuTe «BblbpaTb uBeT» U B peaakTope BbibepuTe UBET U COXPAaHUTE N3MEHEHMUS.
B pasaene «[lexypHbii pexum» Kateropun CotpyaHukos, lNocetutener n VIP
lMocetutesnes 6yanyT BblAENEHbI LLBETOM.

e HacTtporikn — BCe co3aaHHble 06beKkTbl TMNa HacTtponkn. HacTporku MoryTt
6bITb 3aZaHbl HA TPEX YPOBHAX:

e Ha kopHe cuctembl (AaMUHUCTpupoBaHue / KopeHb cuctemol). o Ha gomeHe
(AoMuHUCTpUpoBaHue / [loMeHbl). ® Y KOHKPETHOro onepartopa
(AaMuHUcTpupoBaHue / OnepaTop).

[Ans KaXxaoro KOHKpEeTHOro ornepaTtopa BblYUCASETCA CyMMa HacTpoek: KopHeBble
(ecnu ectb) + HacTtponku [lomeHa (ecnu ecTb, akTUBHbIE NO3ULUM NepeonpeaenstoT
KOpHEeBble HacCTpoOWKKN) + HacTporku onepatopa (ecnm ectb, akTMBHbIE NO3ULMK
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nepeonpeaensoT CyMMy npeablayLwmnx HacTpoek). [Ans Toro, 4tobsl
3aaaTb HacTporikm Heo6xoaMMO BKIIOYNUTL UX C MOMOLLbIO 6eryHka v B BbiNaZatowweMm
MEeH!o BblbpaTb NapaMeTp:

3afABKM

« OTBEeTCTBEHHbIN 32 BCTpeUy — OnepaTop, CO34alolWmni 3asaBKy — Mo3BoNseT
aBTOMaTUYECKM MPOCTaBNATb ONepaTopa, Co34alolero 3asaBKy B KayecTse
OTBETCTBEHHOIO 3a BCTpeyy.

o [leHb noceweHus - onpeaenser Kakyo AaTy MNoceLleHns npocTaBnaTh rno
yMofi4aHUIo Npu co3gaHum 3aaskn (0-cerogHs, 1- 3asTpa v T.4.).

o« [Ipynnbl gocTtyna — no3BofAAOT aBTOMAaTUYECKM NPOCTaBUTb rPpynnbl 4OCTyna
npu co3gaHnun 3asaBkKn. pynnbl A4OCTyna BbIGUPAKOTCH U3 CYLLECTBYHOLWNX B
CKA. Ecnu BbiNnagarowero cnucka Het, To umnoptupymnte ux ns CKA. CKkpbiTs
nose c I/[] 3 3asBK1 - HAaCTPOMKa CKPbIBAET 3alaHHYIO MO YMOJIYaHUIO rpynny
AocTyna n3 Gopmbl 3asiBKU.

« Karteropusa nonb3oBaTeneun - No3BonseT BbibpaTb KaTeropmio noceTmtens,
KOTOpas NpoCTaBAAETCSA NPWU CO34aHMU 3as9BKU NO YMOJSTYAHMUIO, AOCTYMNHbI TpU
kateropuu: VIP lNocertutesnsb, CoTpyaHukK, lNoceTutesis.

Ob6paTtute BHUMaHue, 4To corsiacne Ha o6paboTKy rnepcoHasibHbIX AaHHbIX 6yaeT
TpeboBaThCs, eC/IM B KaTeropusix rosib3osaresis 6b1710 BbibpaHo TpebosaTts cornacue
Ha 06paboTKy nepcoHasibHbIX AaHHbIX U Mpu 3TOM 3aZaHa HacTpovika TpeboBartb
cornacme B pasgesne «KoHpurypuposaHmne / Hactporikn / KopHeBble HacTponku /
[lepcoHasibHble AaHHbIE», & TaKXeE B C/ly4dae ec/iv He BblbpaHa H1 OfHa U3
rnpeanoxXeHHbIX Kateropuii rnosib3oBaresis, a Hactporika TpeboBartb corsacme Ha
06paboTKy nepcoHasbHbIX AaHHbIX 33/4aHa.

OrpaHuymnBaTb AOCTYIHbIE KATEropun - HaACTpPoMKa NO3BONAET 3a4aBaTb
onpeaeneHHble KaTeropmmn nocetutenein. PaspelleHHble Kkateropmm 6yayT AOCTYMHbI
Ans Bblbopa B pasgene «KoHdurypuposaHue / Hactponku / 3aasku / Kateropum
nonb3oBaTtenen» n 6yayT otobpaxaTtbca B «KoHbUrypuposaHue / Kateropmmn».
[obaBneHHble xe nocetutenn 6yayT NoOKasaHbl B COOTBETCTBYIOLWEM pa3aene
«KapToTeka».

CKpbIBaTb 10J1€ C KATErOPUEN y noceTnTesisi - B GopMe 3arnosIHEHUS AaHHbIX MO
nocetTutento 6yaeT CKpbiTa KaTeropus, 3afaHHas rno yMos4aHuio.

« PepakTupoBaHMue faHHbIX Nonb3oBaTens. PaspewnTtb pegaktnposaHune
AaHHbIX NONb30BaTENS BO BPpeMS BblAaun Nponycka — AaHHAsa HacTponka
onpeaensieT B KaKOW MOMEHT MOryT 6bITb OTpeAakTUpOBaHbl AaHHbIE
nonb3oBaTens. ECnM HacTpomka HeakTUBHA, TO OTpeAaKTUPOBaTb AAHHbIE
nonb3oBaTtens (B TOM 4yncne ero oTo M NacnopTHbIe AaHHbIE) MOXHO TOSIbKO
Ha 3Tane noga4u 3asaBku. [Npn obpaboTke 3as8BKM, KOraa NoceTnTesnb
nosly4yaeT Nponyck, U3MEHUTb AaHHbIE NOCETUTENS YXe Henb3s. Ecnu
HaCTpOMKa aKTUBHA, TO B MOMEHT BblAauyu Nponycka onepaTtop MoXeT
oTpeAakTMpoBaTb AaHHble NOCETUTENS U BHECTU HeAOCTaoWy nHpopMauuto
(dboTo, NacnopTHble AaHHbIE U T.M.).
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« MpukpenneHnmne pannosB K 3aaBKaM. PaspelinTtb NpukpenneHne Gannos K
3asiBKaM - NO3BOISET NpUKpenasaTb dara Nnpm Co3gaHMn 3asBKW.

o CKpbiTHE NnoJsiey 3asBKM - NPpY aKTUBaUNKM AAHHOW HAaCTPONKM U3 3asiBKU
6yayT ckpbITbl Nons: Llenb nocewernuns, OpraHnsauns, JonosHUTeNbHas
nHdopmauns, ABTomobunu.

« Cornacymowme no yMoa4aHuIo - 3aZaeT CornacyrLwero nan cornacyrowmx
NO YMONTYAHUIO U3 yXKe CO3AaHHbIX. CKpbIBATb 10/1€ C COr/1acyoLmnmm B
3asBKe - Npu BKJIIOYEHUN HACTPOMKM None C 3a4aHHbIMK MO YMOIYAHMUIO
Cornacytowmmm byaeT CKpbITO.

« Twunbl BbiaBaeMbIX NMPONYCKOB - HACTPOlKa No3sosnseT BbibpaTb BUA
nponycka: rocresot nponyck ana nocetutenen, VIP nocetutenen, bes
KaTteropun, lNoCTosiHHbIV MPOorycK 47151 COTPYAHUKa W BpeMmeHHbI rnpornyckK
4151 COTPYAHMKA.

e ABTOMO6MAM. PaspellaTb yKasbiBaTb aBTOMOOMNN B 3as1BKe - eC/M AaHHas
HaCTpoKKa BKJ/IlOYEHa, Ha OCHOBHOM opMe 3asaBku byaeT AOCTYMNHO nose
ABTOMO6MANN.

MepcoHanbHbIE AAHHbIE

« TpeboBaTtb corsacme Ha 06paboTKy nNepcoHaNbHbIX AAHHbIX — AaHHas
HaCTpoMKa pa3peLuaeT BblAa4y NMponycka TOJbKO NOCNE NOANMCaHUsS cornacums
06 06paboTke NnepcoHasnbHbIX AAHHbIX.

e« LWa6bnoH cornacmsa — no3BosideT 3agaTtb WabnoH cornacus. WabnoH
cornacus gomxeH npeacrasnaTb cobon dann dopmata html, raoe B kauectse
nepeMeHHbIX A9 NOACTaHOBKM 3HAYEHU N3 3a81BKN MOXHO MCMNOSb30BaThb
cneayrouwme CTpoKu:

-%nowDate% — Tekywasa nata

-%yvalid_from% — parta B3aTUs cornacus, ykasaHHas B AaHHbIX O COracum
-%valid_till% — paTa, 4O KOTOPOW AENCTBUTENIBHO cornacue

-%FIO% — ®amunua Uma OTyecTBO

-%shortFI0% — ®amunusa U.0.

-%passport% — nacnopTHble AaHHble

Ons BHeceHns uameHeHun B Cornacme Haxxmute «PeaaktnpoBaTb WabnoH
cornacusa» OTKpOeTCsa OKHO, rAe MOXHO OoTpeAaKTupoBaTh WabsioH cornacus nam
3arpy3nTb WwabnoH 13 garna, Haxas «3arpy3uTb WabnoH cornacus».

« Cpok cornacusa - nepuoj AelCTBMS cornacus no ymondaHuio (B AHAX) —
3ajaeT CPpoK B AHSAX, B TeYeHMe KOTOPOro A0MXKHO 6biTb AENCTBUTENBHO
cornacue o6 obpaboTke nepcoHanbHbIX AAHHbIX MO YMONYaAHUIO.

PeX>xumbl

« CornacoBaHue 3asiBKWU. MCr10/1b30Batb PEXMM COr/1IacoBaHms 3asBKU -
HacTpolika no3BonseT 3agaBatb Corziacyroujero B 3asBke. TpeboBaTh
0653aTe/IbHOro0 Cor/iacusi — AaHHas HacTpoOMKa paspeluaeT Bblgayy nponycka
Mo 3asiBKe TOSIbKO MOC/E COrfiacoBaHMUs OTBETCTBEHHbIM SIULIOM.
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Mnowaakn

e BKNIOUMTb NOAAEPIKKY MJIOWAAOK - JaHHAsA HAaCTpoOMKa NO3BONSET
3ajaBatb Towagky B 3a9BKax. B nose MNMnowaanka ykaxure llaowagky,
KOTOpas NpoCTaBnAseTcs Npu Co34aHUM 3asiBKU MO YMOSIHYaHUIO, U3
BblNajatoLwlero Cnncka nan co3aaB HOBYHO, Yepes3 KHoMKy «1obaButb»
(nnwoc).

MocTaBbTe (pNaxok, ecnun Heobxoammo, HanpoTmMB cneayrwmnx HaCTpoek:

e Pa3speluatb co3faBaTtb 3asiBKU A7151 10604 riolankm - Npyu CoO34aHUN 3asBKN
6ynet poctynHo gobasneHme nnowanoK, OT/IMYHbIX OT YKa3aHHOW B
HaCTpoMKax MO YMOSYaHMUIO.

e Pa3speliatb npocmaTpnBaTb 3asiBKU AJ18 BCEX J10a[0K - NMpu NMoncke um
NpOCMOTpe 3a8BOK 6yAyT AOCTYMHbI NIOWAAKN, OTIMYHbBIX OT YKa3aHHOW B
HaCTpOMKax rno yMoa4YaHwuto.

Mpouee

« OKHO yBeaoMJieHMM - oTo6pa)kaTb BCMJibiBatoLee OKHO YBEeAOMIEHN
cucTembl 1 oTobpaxkaTb TONbKO coobleHns 06 owmnbkax. MoXXHO 3aaaTb
MaKCMMasibHOEe KONIMYeCTBO YBEAOMNEHUN, KOTOpble 6yayT oTobpaxaTbCs B
oKkHe «[llocnegHue cobbiTnsA».

« Pacno3sHaBaHue AOKYMEHTOB - M03BOJISET NOAK/IOUYUTL pacno3HaBaHue
AOKYMEHTOB C NMOMOLLbIO ApanBepoB CckaHupoBaHus: Regula, ABBYY Passport,
Passport Box. Bbibepute gparieep Regula n ykaxute Url n WS cepsuca
pacrno3HaBaHus. Ana noaknoyeHmsa gpameepa ABBYY Passport, Takxe xe
ykaxute Url cepuca pacnosHasaHus, Customer id un Bbibepute ckaHep. Npu
Bblbope Passport Box 3aganTte Url cepBmnca pacnosHaBaHUs unan Bblbepute
3HayeHne No yMosa4yaHuio.

« Moppnep>xka QR-KoAOB AJ1IA NPONYCKOB - Npu Bbibope AaHHON HACTPOMNKU
Ha 3Tane BblAa4ym NpPOMNycKa aKTUBUPYETCH BO3MOXHOCTb NeyaTn Nponycka,
PY4YHOW OTNpaBku e-mail C NponyckoM, aBToMaTMyeckas reHepaumsa HoMepa
npornycka n aBsToMaTmyeckas otTnpaska e-mail ¢ nponyckom. [ns
peaakTmpoBaHus wabnoHa QR-kKoaa BOCMONb3yNTECh COOTBETCTBYOLLEN
MKOHKOWM «PepakTmpoBaTb wabnoH QR-koaa».

[OCTynHble CMMBOJIbI MAaKpPOMOACTAHOBOK:

%Size% - pasmep QR

%FontSize% - pa3mep wpudTa

%QR% - nsobpaxeHue c QR

%passNumber% - Homep nponycka

%fullName% - ®UO noceTutens

%activateDateTime% - gata Ha4yana AenCTBUS Nponycka
%deactivateDateTime% - gaTa OKOHYaHMSA AEUCTBUS NMponycka
%acsGroups% - rpynnbl 4OCTYyna

%visitorDocs% - CNMCOK HOMEPOB AOKYMEHTOB NoceTutenen
%purposeOfVisit% - uenb nocelieHns
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% meetingPerson% - ®NO OoTBETCTBEHHOIO 3a BCTpe4vy

% meetingPersonPhone% - HoMep TenedoHa OTBETCTBEHHOIO 3a BCTpeYy
%organization% - HaMMeHOBaHue opraHusaummu

%addInfo% - gononHuTenbHas nHopMaums

%confirmPerson% - ®UXO cornacytowero

YKaxunte HeobxogmMmble nons, Kotopble 6yayT AOCTYMNHbI Npu nedat QR-koaa w
HaxMuTe «CoXpaHUTb>». NN HaxMuTe «3HavyeHne rno yMoadaHu», 4tobbl Npu
neyaTn oTobpaxkanmcb BCe AOCTYMNHbIE NONS.

« HacrTponka Bbigaum NponyckKoB. BbigaBatb Npornyck No HOMepy aBToO B
¢dopmaTe Nedap ANPR Lumo - HacTpoWka no3BonsieT reHepnpoBaTb HOMep
nponycka no HoMepy aBTo And cumntbiBaTtenen ANPR Lumo.

« HacTpoinkn yBegomsieHMM - no3BoasieT NOAKIYNTb BO3MOXHOCTb
nony4yatb yBe4OM/IEHUS Ha NouTy M B «Telegram».

o« LWabnoHbl ANA OTYETOB - HACTPOMKa MNO3BOISEeT 3a4aBaTb oTobpaxeHue
AaHHbIX B Mou 3asaBku/Moun cornacosaHus/bopo nponyckosB, OTUeTbl/3asaBKMU,
a Takxe KaptoTteke (CotpyaHukun/Mocetntenn/VIP Mocetutenn/bes
kateropun) u Otuetbl/JTtogn, B OTUeTbl/ABTOMOOUNN U [1eXXYPHOM pexunme, a
Takxe WwabnoHn3mpoBaTb HeKoTopble nons. Ana gobasneHnsa wabnoHa
HaxMmuTe «[1o6aBnUTb» M B OTKPbIBLUEMCS OKHe BblbepuTe oTyeT 13
BblNagawLiero crnucka.

1. Mowu 3asBkun, Mou cornacosaHus, bBropo nponyckos, OTyeTbl (3asBKN).
Bbibepute B cnncke AOCTYyMNHble Noaa Ans otobpaxeHus B oTyeTax:

e id - NoeHTUdMKaTOp 3a9BKMU

o state - CocTosiHME 3a9BKU

e activateDateTime - Hauyano aencremsa nponycka

e« meetingPerson - BcTpeyatwowmin, AaHHOE Nosie MOXHO WabnoHNU3MpoBaTh,
AOCTYnHble nons - surname, name, middlename, phone, workPhone, email

e visitors - lNoceTutenu

e purposeOfVisit - Llenb noceweHuns

e oOperations - lencreus

2. Kaptoteka (CotpyaHukun/lMocetutenn/VIP MNMocetutenn/be3 kateropun),
OTtueTbl (Jlrogn).

e id - MaeHTndUKaTop 3a89BKMU

e updatedAt - lata mogmndukaumnm

o fio - ®amunua Nma OTyecTBO, AaHHOE NOJIe MOXHO WabnoHmn3npoBaThb,
AOCTYMnHble nons - surname, name, middlename, phone, workPhone, email

e documentSummary - JOKyMeHTbl

e oOperations - lencreus

3. Otuetbl (ABTOMO6UN).

e id - MaeHTndUKaTop 3as8BKMU
e licencePlate - Homep
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e model - Mapka
e addInfo - Jon. nHdopmauums
e oOperations - lencreus

4. [exXypHbIA pexuMm.

e id - MaeHTndUKaTOp 3as89BKMU

e color - Uet

e dateTime - BpeMs gencremsa nponycka

e« meetingPerson - OTBETCTBEHHbIN 3@ BCTpeYy, AaHHOE MoJjie MOXHO
wabnoHn3npoBaTb, AOCTYMNHbIE MONS - surname, hame, middlename, phone,
workPhone, email

e Vvisitor - NoceTuTenb, AaHHOE Nose MOXHO WabfoHNU3mnpoBaTb, AOCTYMHbIE
nons - surname, name, middlename, phone, workPhone, email

e requestOrganization - Kyaa, AaHHOe nosie MOXHO WwabnoHn3nposaThb,
AOCTynHble nons - additionallnfo, label, phone

e personOrganization - OpraHmsauns, AaHHoe nose MOXHo WwabnoHn3nposaThb,
AOCTynHble nons - additionallnfo, label, phone

e car - Boanteno/Homep/Mapka

o file - ®ainn B 3asBke

e oOperations - lencreus

Mons B camoM wabnoHe BNUCLIBAOTCA MeXAy oAMHApHbIMKM 3HakaMn % (npoueHTa),
HanpuMep, none damMunuga ans yenoseka - %omeetingPerson.surname®%, rae

% meetingPerson%% - Ha3BaHue Nons, KoTopoe HeobxoanMo WabnoHN3NpoBaTb, 3HAK
TOYKWN, FOBOPUT, YTO HaAM HYXXHO NONYYUTb aTpMbyT ANs AaHHOro Nons
meetingPerson, n surname - 3170 cam atpmbyT, UMeLWKMA 3HaYeHrne haMunn.
Mpumep wabnoHa ansa nona meetingPerson:

% meetingPerson.name% %meetingPerson.surname®%

Ecnn 13 nong Heo6xoAnMO B3STb TOSIbKO OnpeAeneHHbI CUMBOJ, YKaXuUTe HoMep
3TOro cmMmBona «-» (MMHyYC) 1 B «[]» (KBagpaTHbIX ckobkax). Hanpumep, ecnu u3
nons %person.surname®% HY>XXHO BblbpaTb TO/ILKO NepBbIA CUMBON: -
%person.surname[0]%.

o CKpbiTME noJsiel NoceTuTens - Npu akTMBaunm AaHHOW HACTPONKK U3
¢dopMbl 3aN0NHEHMS AAHHbBIX NO nNoceTuTento 6yayT CKpbITbl MONS:
MpaxxaaHcTBO, Aapec, ABToMobunu, omkHocTb, OpraHm3saums.

e TenedoHHbIe MAaCKM - HAaCTpoOMKa NO3BONSAET 3a4aBaTb MAackn As4 paboyero
n MobunbHOro TenedoHoB.YKaxute npedukc ans Homepos TesieOHOB,
Hanpumep, +7 1 ganee camMn Macku.

e Coob6uweHnsa onepaTopoB - Npy aKTUBHOM HacTporke Ncnonb3oBaThb toolbar
Ans coobuweHnn onepatopos, coobueHnsa byayT otobpaxaTbcsa B Tynbape.

2.6. AAMUHUCTpUpOBaHue

o Onepatopbl — co3AaHuNe, peAaKTMpPOBaHME U yaasieHMe onepaTopoB
PassOffice.
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e Hacrtporikn CK[ — HacTponkn cnHxpoHusaumm ¢ APACS, LyriX, Bolid n
DNEeKTPOHHbIM XYpHasioM. AKTUBHOE COeMHEHMEe OTMeYeHOo ¢diarom
AKTMBHOCTb. [JOCTYNHO co3adaHue, peaakTuposaHue n yaganeHne CK/I.

e B nyHkTe O6C/1yXnBaHmne MOXHO OTNpaBUTb COoobLLeHne BCeM ornepaTtopam,
A1 9TOr0 KIMKHUTE Ha MKOHKY «[lloKa3aTb», OTKPOETCS OKHO, rae
HeobXxoaMMO BBECTM TEKCT caMoro coobuieHns, BbibpaTb HaCTPOMKY
Pa3pewnTb onepatopaM 3aKkpbiBaTb CooblieHne, UBeT yBeAOM/IeHUs, LBeT
TeKCTa U yKasaTb AaTy Hayana U OKOH4YaHUS nokasa cooblueHns Bcem
onepaTtopaM. B npaBoM BepxHeM yrny nosiBUTCA MKOHKa «CoobweHnsa ot
onepaTopoB>», MpU HaxaTum Ha Hee ByaeT AOCTYMHO OKHO C yKa3aHueM
OTNpaBuUTeNs, TEKCTa COObLEHNS N BO3MOXHOCTbIO 3aKpbITb cooblieHne, npu
BK/IIOYEHHOM paHee HacTpoWke. Ecnn akTuBmMpoBaHa HacTponka CoobuieHns
onepaTtopos, To coobuieHne byaeT goctynHo B Tynbape.

Takxe AOCTyNHa NpoBepKa NpaBuIbHOCTU HACTPOEK MOYThbl A7 OTNpaBku e-mail
yBEAOMJIEHUA N BO3MOXHOCTb OTNpaBuTb cebe TectoBoe NMCcbMo. COXpaHUTb 10MU
cepBepa MOXHO HaxkxaB KHOMKy «Cka4daTb dain noros».

KAWKHYB Ha MKOHKY «[1OCMOTpETb SILLEH3MI0» OTKPOETCH OKHO C obLien
MHMOpMaUmnen No BUAY U KUY NMUEH3MN, BO3MOXHOCTAX, O6LLMX N AHEBHbIX
orpaHuyeHusax. [Ana o6HOBNEHUS NULEH3UKN 3arpy3nTe HOBbIW ans NNULEH3UN C
NOMOLbIO KHOMKKU «O6HOBUTb NNLEH3UI0». N3MEeHeHUs aBToOMaTUYeCKn BCTYNAT B
cuny, Npu 3ToM nepesanyck cepeepa He TpebyeTcs.

Ana nmnopTtupoBaHusa nonb3oBaTtesnien n3 Active Directory HaxxmMuTe
«MMnopTtupoBaTbh» MU yKaxute nyTb A0 AnpekTtopun Active Directory.

o [lOMeHbI — AOMEHbI pa3aenstoT 3asiBKU, NOCETUTENEN N onepaTopos,
HanpuMep, ecnun PassOffice ncnonb3yroT ABe OpraHmn3aunm, 1 OHW He LOJIKHbI
BMAETb AaHHble Apyr Apyra. B Tekyuwen Bepcmun A0OCTYMNeH TONbKO O4WNH
OOMeH.

e KoOpeHb cucTteMbl — TYT 3a[4aK0TCS1 KOPHEBbIE HACTPOMKMN CUCTEMbI, KOTOpbIE
pacrnpoCTpaHATCA Ha BCE AOMEHbI U BCEX OMNEepaTopoOB, Y KOTOPbIX HET
COB6CTBEHHbIX HAaCTPOEK, a TakXe KOHMUIrypMpyrTCS NOYTOBbLIN CEPBUC,
cepBUC YepHbix cnuckos MBA, cepsuc LDAP, Telegram n BpeHanpoBaHue.

e [lnowagkm - cozgaHve, pefakTMpoBaHMe, U3SMEHEHUE CTaTyCca aKTUBHOCTU U
yaanenue llaowanok v NapkoBok. JaHHbIN pa3aen CTaHOBUTCS AOCTYMHbIM,
ecnu B «KoHdurypmposaHue / Hactporikn / KopHeBblie HacTponku /
Mnowaakmn» BKAKOUEH pexXunM noaaepXXku nnowanok. B pasagene npobasnsinte
HoBble [l1owankm, ykasas HasBaHue u lNapKoBKKU, yKaszaB HaszBaHue u
KonnyectBo NapkoBOYHbIX MecCT. Ecnu lMnowagka wnn lNapkoBKa yxe
HeaKTyasibHbl, CHUMUTE rasouky B rnosie AKTUBHOCTb.

Yaanute l1owagKy MOXHO B Cllydae, eCc/ii OHa He MUCMNOoJb3YeTCs B 3a8BKax U
HacTpoKKax.

2.7. CnpaBka

o PassOffice - MHCTpPYyKUMSA NO yCTaHOBKe, HacTpolike n pabote PassOffice.
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B npaBoM BepxHeM yrny ans AAMUHUCTPATOPa TakK)Ke AOCTYMHbI:

e ®dOHOBbIE 3afa4M, KIINKHYB Ha NKOHKY OTKPOETCHA OKHO co CriMcKoM
AOCTYrHbIX 3a4a4, KOTOpble MOXHO 3anycTuTb, Hanpumep, YaaneHune
NPOCPOYEHHbIX MepCoHasbHbIX AaHHbIX, AKTUBHbIE 384341 Ha AAHHbIA MOMEHT
n HeakTuBHbIe 3a4a4yM, C yKasaHWeM naeHTuduKaTopa, onepatopa, KOTOpbIN
3anycTun 3ajadvy, Ha3BaHMA 3anyLWeHHOM 3a4ayun, BpeEMA Havana um
OKOHYaHW4 3arnycka u CTaTyCcoM.

o« CraTycCbl CEPBMUCOB, e 3e/1eHbIM LBETOM YKa3blBaeTCA Kakue CepBUCHI
paboTalT, KpacHbIM - owmnbKa 1 cepbiM - OTKJIIOUEHHble. Hanpumep,
oTobpaxatTcs CTaTyCbl Taknx cepsmcos kKak Cepsep, YesegomneHusa, CKI,
[dpanBep ckaHMpoBaHUs, YepHble CNCKN U TA.

« [epexop B HOUHOW/ AHEBHON PEXXUMBbI.

2.8. ABTOMaTU4YecKoe yaasieHMe NepcoHasibHbIX AAHHbIX

PassOffice no3Bonser aBToMaTUYECKN yaansaTb NepcoHasibHble AAaHHbIE NO
NCTEeYEeHUIO CpoKa AencTeusa cornacus. lNMoaaepxvBaetcs ABa pexuma paboThbi:

e MonHoe yaaneHune aaHHbixX (yaansetca obbvekT «lloceTutenb» n BCe CBA3aHHbIe C
HUM 06beKTbl (AOKYMeHTbI, doTorpadus u T.n.)).

e YaaneHue ToNbKO NepCcoHanbHbIX AaHHbIX (06beKT «[loceTuTenb» OCTaeTcs, HO U3
BCEX AaHHbIX B NOMsAX 06beKTa oCTaeTcs TONbKO haMuansa U nHMLManbl, KOTopble
6e3 NacnopTHbIX AaHHbIX U NpoOYen MHPOpPMaLMM He NO3BONAKOT OA4HO3HAYHO
NAeHTUUUMPOBaTbL NoceTuTens. YaanaTca GoTo, AJOKYMEHTbl U NpOYNe AaHHbIE).

PexxuM yaaneHnst nepcoHasnbHbIX AAHHbIX 3a4aeTcs B

danne [PassOffice]/1.3.1/bin/config/application.properties/

PexxnM yganeHus nepcoHanbHbiX AaHHbIX (dataOnly - yaaneHue Tonbko
nepcoHanbHbIX AAaHHbIX Unn dropPerson - NosIHOe yAaneHne AaHHbIX)

passoffice.deleteExpired.Mode=dataOnly
BoipaxxeHue Cron, 3agatollee BpeMs Bbi30Ba npoueaypbl YACTKU NEPCOHaNbHbIX
AaHHbIX (o ymonyaHuio — B 01:00 exenHeBHO)

passoffice.deleteExpired.Cron=0 0 1 * * *

Cron-BbipaxeHus

Cron (Command Run On) - 3T0 cucTemMa A1 aBTOMATM4YeCKOro 3anycka 3ajad B
onpeaeneHHoe BpeMs. Cron-BblpaXKeHUsi nNpeaHa3HadyeHbl A1 BO3MOXHOCTH
3a4aBaTb NEPUOANYHOCTb U BpeMs cpabaTbiBaHMA 3a4a4 NMAAHMPOBLLMKA.
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3. JononHuTenbHblie BO3MOXHOCTU PassOffice

3.1. NMouToBbLIX cEpBUC

HacTpoiku no4ToBOro cepeuca nocne yctaHoBKW MOryT 6bITb U3MEHEHbI B pasaene
«AaMUHUCTpUpoBaHue/KopeHb cucTeMbl/IOYTOBbLINA CEPBUC.

[ns oTnpaBKu TECTOBOro nN1UcbMa:

1. AsTopusymntecb B PassOffice nog yueTHol 3anucbio AgMnHMcTpaTopa (J10rvH m
naponb AAMUHUCTpaTopa 3aZ4aeTcs BO BpeMS YCTAHOBKU CUCTEMbI).

2. OTkpoliTe MeHIO «AgMUHUCTpUpoBaHmne/ ObcnyxmneaHmne».

3. 3apanTe No4Ty, Ha KOTOPYO AOJIXKHO MPUNTU TECTOBOE NMUCbMO U HAaXXMUTe
KHONKY «OTnpaBuTb».

3.1.1. Hactpoiika e-mail yBegomneHum yepes no4utoBbiii cepBuc Yandex

B paspene «AgMnHuctpupoBaHme/KopeHb cnctembl/MNOYTOBbINM CEPBUC» aKTUBUPYNTE
HaCTpPOMKY C nomoLubto 6eryHka, Bblbepute «LLabnoH AHaekc» n ykaxumre
cnepytoluee:
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[anee B HacTpolkax AHaekc.lMouTbl oTKponTe pasaen «lMoyToBble MPOrpamMmMbl» 1
BblbepuTe onumu C cepepa imap.yandex.ru no npotokony IMAP u Maponu
npunoxeHmnm n OAuth-ToKeHbl, COXpaHUTE U3MEHEHUS.

3.1.2. Hactpo#ka e-mail yBegomsieHM yepes nouToBbiA cepBuc Gmail

Ona noakntodeHus e-mail ysegomneHun n3a PassOffice yepe3 noyToBbIN cepBep
Gmail Heobxoammo B pasaene «AAMUHUCTpUpoBaHne/KopeHb cucteMbl/MoYTOBbIN

CepBUC» C NMOMOLLbI0 6eryHka akTMBMPOBaTb HACTPOWKY, Bbi6paTb «LLabnoH Gmail»

M YKa3aTb cneayrulee:

Xoct=smtp.gmail.com

MopT=587

Nma nonb3oBaTeng=some_login

Maponb=some_password

OTtnpasutenb=some_login@gmail.com

SSL=smtp.gmail.com

[JdoMeH=[0MeH yKa3blBaeTcs npu ayTeHTudukaumm ntim

lMpoTokon=smtp

Brnaounte SMPT

Brnawouutb TLS

O6sa3aTtenbHo TLS

MexaHn3m=

Debug pexxnM=BKAOUYNTb AN BO3MOXXHOCTU NOJYYEHUS YBEAOMIEHUIM HA NOYTY
Co cTopoHbl akkayHTa Google HeobXx0AMMO BbINOHUTL Crieaytowme AeNCTBUS:

1. Ecnu Bbl MCnosb3yeTe ABYX3TaNHy ayTeHTudunkKaumo Heobxoanmo
pa3pewwnTb Hebe30MnacHbIM NPUNOXEHUSAM AOCTYMN K aKKayHTy. [ns 3Toro
nepenanTe No Ccblke .

2. Bblbepute nanky «be3onacHoCTb>», BHU3Y CTpaHuubl «OTKpPbITb AOCTYMN>» B
NyHKTe «HeHaaeXHble NPUNOXEHNS».

3. Ecnun ykasaHHble Bbile AeNCTBUS He NOMOrnn, nepenaute no
CCbl/IKe: n
cneaynTte AanbHENLWUM MHCTPYKLUUSAM.

3.2. YepHble CNMUCKU

3.2.1. JlokanbHbI¥ YepHbI CNUCOK NOceTuTenemn

Ans no6aBneHMs HOBOWM 3anncy B YepHbIN CANCOK HaXMUTE Ha KHOMKY «[l06aBuUTb»

(nnoC) M B OTKPbIBLLEMCH OKHe yKaxuTte OO, Ceputo m HoMep racriopra v npu
HeobxoammocTn nobaBbTe KoOMMeHTapui n Haxmute «CoxpaHutb». MosaButcs
KpacCHbIM KPY>XOK C BOCKNMUATEbHbIM 3HAaKOM «HangeH B NOKa/lbHOM YepHOM
cnucke. HoMep foKyMeHTa:».
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Gwpo NnponycKkoe

YepHbiit cnucok noceTuteneii [E4]C

DUNLTP

ouno

3anucb B 4epHOM crnucke N2 38 X
MeTpos Wsg

MeTpos MBaH Cepreesuy

6501 840053

OKHO 3anoJsiIHeHus 3asABKHU

B nanbHenweM, Npu 3anofHeEHUN B 3asBKe AaHHbIX Mo nocetutento, ecnu Cepus u
HOMep macrnopTa COBMaAyT C yKa3aHHbIMU B «4EpHOM CrMcKe» - MOsIBUTCA
npeaynpexaeHne «HaaeH B NoKanbHOM YepHOM cnncke. HoMep AOKyMeHTa:».

3.2.2. YepHble cnucku MB4

B PassOffice ectb gononHuTenbHas (niaTtHas) BO3MOXHOCTb MPOBEPKKU
HeAeNnCTBUTENbHbIX NAacnopToB No 6a3e MNaBHOro ynpasaeHns No BONpocam
mMurpaumm MBI Poccuun. MIHTerpaumsa ¢ AaHHbIM CEPBUCOM He TpebyeT
AOMNONIHUTENbHbIX YCTAHOBOK, KPOME YKa3aHusa creayrowwmx HacTpoek B pasaene
«AaMuHucTpuposaHue / KopeHb cuctemsl / YepHble cnucku MBI »:

URL= ykaxwuTte IP cepBepa

API knou= yKaxuTe AenNCcTBUTENbHbIN API Kty

TakxKe Kak 1 Npu co34aHnKM I0KanbHOro YepHoro cnmcka noceTutenen, nocne
3anosiHeHUs AaHHbIX - Cepun N HOMepa nacnopTa, Haxoasiwmxcs B 6ase
HeAEeNCTBUTENbHbIX NACNOpPTOB, NOSABUTCA coobuweHune «lMacnopt HanaeH B 6ase Iy
MB/ Poccumn».

[ns npoBepkn coeanHeHus ¢ «4epHbiM cnuckoMm MB» nepenguTte no CCbisike,
KoTopas byaeT AOCTyMNHa nocne akTuBauum AaHHOMo cepBuca U nposeanTe TecT
COeAMHEHUNSA, KIIMKHYB Ha «TeCT coeanHEHUSa», Npu 3TOM NOABUTCA OKHO C
nHpopmaumeri: Cepsuc goctyneH. KnnkHyB Ha «lposepka API» focTynHa npoBepka
knoua API, nocne BBeaeHUs KOToporo 6yaeT nHpopMauns AenCTBUTENEH NN KoY
WIn He BanuaeH. Ha 3Ton Xe BKaaKe MOXHO MPOBEPUTb HAaXOXAeHWe nacnopTta B
YEepHOM Crncke, A1 3TOro 3anosHUTE COOTBETCTBYOWME nons - Cepuo n HoMep
nacriopta n Haxmurte «[1poBepuUTb».
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3.3. UImnopt nonb3oBartenen n3 Active Directory

Ons nmnopTta nonb3oBaTenen n3 Active Directory:

1.

B paspene «AaMuHuctpupoBaHue / KopeHb cuctembl / KoHdurypaums LDAP>»
Heobxoammo HacTpouTb LDAP-cepBuc:

Cepsep ActiveDirectory=Ildap://aamsystems.ru

MouckoBas 6aza=0U=domain users,DC=aamsystems,DC=ru
Nma nonb3oBatena=AAMSYSTEMS\ApacsKerberos
Maponb=some_password

2.

B «AaMuHucTpupoBaHue / ObcnyxusaHue / UMnopT nonb3oBaTenen u3 Active
Directory» HaxaTb «MIMNOpTUPOBaTb», B OTKPbIBLUEMCS OKHE YKaxXute
OnpekTopuio n Haxxmute Enter, nanee «MmnoptuposaTb».

ObpaTtute BHUMaHue, ec/in He BBOAUTb 3HadYeHne B rnose [upektopun Active
Directory, 10 nonck 6yaet ro BCeM ANPEKTOPUSIM.

3.

4,

Monb3oBaTtenu 6yayT MMNOPTUPOBaHbLI B pasaen «KaptoTteka», Npu 3TOM
NnosSIBUTCS yBeAoMeHne Bnaa, 4to «O6bekTbl yCnewHo MMNOPTUPOBaHbI.
NmnopTupoBaHo: 83, obHoBNeHO: 0», ecnu e NOBTOPHO MMMOPTUPOBATb
nonb3oBaTenen, To B yBeaoMmneHum 6yaet nHpopMauns o Konmyecrtee
06HOBNEHHbIX NOSIb30BaTENEMN.

TakxKe ANs Kaxaoro MMNopTUPOBaHHOIO nosib3oBaTtens byaer co3gaHa
yyeTHas 3anucb C npasBoMm logaym 3asBOK.

3.4. Noppnepxka telegram-6orta

Ansa sknoyeHusa onuun Mogaepxka telegram-6ota Heo6xoaMMO:

1.
2.

B «Tenerpam» co3gatb 60Ta c noMmouwbtio @BotFather n ganee /newbot.
3apante nmga 60Ty, Hanpumep, passoffice_bot. Bbl nonyunte yBegomnexHue,
yto 60T co3aaH, ero umsa u kntoy HTTP API.

B pazgene «AaMmumHuctpupoBaHume / KopeHb cuctemnbl / Telegram» € NOMOLLbIO
beryHka 3aganTte HacTponky telegram-bot 1 ykaxute Ha3BaHue 60Ta,
HanpuMep, passoffice_bot n API knto4, KOTOpbIM YKasaH npu co3gaHuun 6oTa.
B pazaene «KoHdpurypmposaHue / Hactporikn / KopHeBble HacTponku /
Mpoyee» 3apanTe HACTPOMKY «YBELOM/IEHMSA» U NOCTaBbTe rasouKy
«Mony4yatb yBegomneHus B «Tenerpam».

OTKpbITb «HacTponku nonb3oBaTens» B NpaBOM BEPXHEM Yriy Win B
«AaMmnHucTpmupoaHue / OnepaTtopbl» U HaxaTb «lMoanucaTbcsa Ha telegam-
6oTa».

[anee HaxaTb /start Ang nonyyeHusa ysefoMNeHN. YBegoMneHus éyayT
NOCTyNnaTb Te Xe, YTO MPUXOAAT Ha NOYTY - O CTaTyCe 3asBKH,
HEeCaHKLUWOHMPOBAHHOM BXO4E U TA.
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7. OTnucaTtbCs OT NONyYEeHUS YBEAOMIEHUA MOXHO KOMaHaon /end wnu B
HaCcTpoKKax nosib3oBaTens HaxaTb «OTnmncaTbcs oT telegam-60Ta».

3.5. YctaHoBka ABBYY Passport Reader

1. Onsa pabotbl ABBYY Passport Reader HeobxoanMm yctaHoBMEHHbIN .NET
Framework Bepcumn He Huxe 4.6.1.

2. lMpwu yctaHoBke PassOffice Bbibepute komnoHeHT ABBYY Passport Reader u
cnenywvTte waram MHCTannaTopa.

3. 3anyctuTte PassportService.exe, HaxoasawWerocs rno nyTw,
Hanpumep, C:/Users//abbyy-passport-service/PassportService/bin/Debug

4. B OTKPbIBLUENCA KOHCO/IN YKaXWUTe NopT Ha KoTopoM byaeT paboTaTb
NPpUNOXEHWe, eciv OCTaBUTb NoJie NYCTbIM, TO NPUSIOXEHME 3anyCTUTCA Ha
3000 noprty.

5. YkaxuTe Takxe pexuMm, B KOTOPOM 3anyCTUTCA NMpuioXxeHune. ECTb ABa
pexuma ANns 3anycka npuioXeHus:

e dev - cTaHOApPTHbIN peXWM 3anycka, A1 KOToporo notpebyercs
NMueH3noHHbIN ktod ABBYY Passport Reader

e test - pexum nNpmn KOTOPOM NpunoxeHne He 6yaeT B3anMoAenCcTBOBaTb C
HaCTOSALWMM OKpYXeHneM, a byaeT npucblinaTb HEHACTOSALWMeE, 3apaHee
3a510XKeHHble B NporpaMmMe AaHHble. ECIv He 3anonHuUTb AaHHOe nose, TO
NpUNOXeHMe 3anyCcTuTca B dev pexume.

6. B paspene «KoHdurypmposaHue / HacTtpoiiku» nepengnte B KopHeBble
HaCTpOWKK M C NoMowblo beryHka 3agante «Pacno3HaBaHWe AOKYMEHTOB>,
aKTuBupymnTe ogK1104nThb pacrio3HaBaHne JOKyMeHTOB v BblbepuTe [paiiBep
ckaHnpoBaHunsa ABBYY Passport.

7. Ykaxwute Url cepBuca, no yMon4aHuio:

8. YkaxwuTte Customer id - yHUKanbHbIN NAEHTUGHUKATOP NONb30BaTENSA, KOTOPbIN
nonb3oBaTeNb NOAYYUT Nocne aktnemposaHus ABBYY Passport Reader SDK.

9. C noMoLwblo KHOMKN «3arpy3nTb» BblbepuTe CKaHep N COXpPaHUTE HACTPOMKMN.

B npaBom BepxHeM yriay nossBUTCS MKOHKa «CKaHUpoBaHWE», KJIMKHYB Ha Hee
Bbl6epuUTe TUM AOKYMEHTa U HaxMuTe «CKaHUPOBaTb». TakXe MOXHO
OTCKaHWpOBaTb AOKYMEHT U Cpa3y BHECTM AaHHblE MO MOCETUTENIO, ANSl 3TOro B
pasgene «Mou 3aaBKU» HEO6XOAMMO KIIMKHYTb Ha MKOHKY «CKaHWpOBaTb»,
NPOBEPUTb Pacno3HaHHbIE AAaHHbIE MO MNOCETUTENO U A06aBUTb B 3a8BKY MM Ha
3Tane BblAayun Npornycka B BbiNagalolweM MeH HaxaTb «OTCKaHMPOBaTb
NOCETUTENS» N BHECTU AaHHbIE.

3.6. YcTaHOBKa ckaHepa nacnopTtoB Regula
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1. CkauanTte c canta anctpubyTtme Regula
Document Reader SDK.

2. YcraHosuTe Regula Document Reader SDK Ha koMnbloTep, rae
npeanonaraeTcs UCnonb3oBaTb CkaHep nacnopTos. lMpoBepbTe paboTy
CKaHepa C NoMOLLbIO NOCTaBAAEMON B KoMMnekTe yTunutel Document Reader.
ansa aToro:

e ybeauTecb, YTO BHYTPU CKaHepa HeT 3abbITbIX AOKYMEHTOB, €C/in Takne ecTb
— BbITallnTe AOKYMEHT M 3aKpONTEe KPbILWKY CKaHepa

e MNOAKOUNTE CKAHEpP K KOMMNbOTEPY

e 3anyctute yTunuty Document Reader (Iyck / Regula / Document Reader)

e [OCSE yCnewHon NpoBepKku Bbirpy3snte yTunmnty Document Reader, Tak Kak
OAHOBPEMEHHO HECKOJIbKO NporpaMM He MoryT paboTaTb C OAHUM CKaHepOoM.
Onsa atoro B MeHio Document Reader BbibepuTte File/Exit. (ObpaTtute
BHUMAaHMe, YTO MO HaXXaTuto Ha KPECTUK MporpamMmMa He 3aKpbIBaeTcs, a
CBOpPa4YnBaEeTcsl B TPeN.)

3. C nomowbto nHctanngartopa PassOffice yctaHosuTe [pansep Regula.

4. B HacTponkax ApcRegulaDrvSettings.ini ¢danna, Haxoaswerocs no
nytu: C:/Program Files (x86)/PassOffice/1.3.1/Settings ykaxuTte nyTb 40
Document Reader SDK:

pathToRegulaDLL=c:/Program Files/Regula/Document Reader SDK

5. 3anyctute cnyxby MeHeaxepa apanBepoB PassOffice.

6. B paspene «KoHdurypmposaHue / Hactpoiiku» nepengnte B KopHeBble
HaCTpPOWKKM M C NoMowbto beryHka 3agante «Pacno3HaBaHWe AOKYMEHTOB>,
aKTuBupymnTe ogK1t04nThb pacrio3HaBaHmne JOKyMeHTOB U BblbepuTe [paiiBep
CckaHupoBaHus Regula.

e YkaxwuTte Url cepmca, no yMon4yaHuio:
e Ykaxute WS cepsuca, no ymondaHuto: ws://localhost:15674/ws/ n
COXpaHUTE HACTPOMKMU.

B npaBoOM BepXHEM yriy NosABUTCHA MKOHKa «CKaHMpOBaHMe», KJIMKHYB Ha Hee
BblbepuTe TMN ckaHnpoBaHusa - OCHOBHOW, YnbTpaduoneT, MHbpaKpacHbIn U
HaxMnTe «CKaHMpoBaTb». TakXXe MOXHO OTCKaHMpPOBaTb AOKYMEHT N Cpa3y BHECTU
AaHHbIE NO MOCeTUTENO, AN 3TOro B pasaene «Mou 3asBKM» HE06X0ANUMO K/TMKHYTb
Ha WKOHKY «CKaHMpoBaTb>», MPOBEPUTb PaCNO3HAHHbIE AAHHbIE NO MOCETUTENIO U
[06aBUTbL B 3a59BKY MM Ha 3Tane BblAayn NponyckKa B BbINafaloWweM MEHIO HaxaTb
«0OTCKaHMpoOBaTb MNOCETUTENA» U BHECTU AaHHbIE.

3.7. YctaHoBka PassportBox
1. C noMowbto nHcTannatopa PassOffice yctaHosuTe [pairiBep PassportBox.

2. 3anycTtuTte cnyxby MeHeaxxepa aparBepoB PassOffice.
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3. B pa3zgene «KoHdurypumuposaHume / Hactponkun» nepenante B KopHeBbie
HaCTpPOMKK M C NnoMouwbto 6eryHka 3agante «Pacno3HaBaHWe AOKYMEHTOB>,
aKTusmnpymnTe NoakIoYnTb pacno3HaBaHMe AOKYMEHTOB M BblbepuTte [pariBep
CKkaHupoBaHusa PassportBox. YkaxuTte Url cepsuca, no

YMOJTYAHUIO:

5. B NnpaBOM BEpPXHEM Yry NOSABUTCS MKOHKA «CKaHUpoBaHME», KIIMKHYB Ha
Hee, aKTUBMPYNTE C NOMOLWbIO bereHka PassportBox u HaxxmMute
«CkaHupoBaTb». TakXXe MOXXHO OTCKaHMPOBaTb AOKYMEHT N Cpa3y BHECTU
AaHHbIE NO MOCeTUTeNto, ANS 3Toro B pasgene «Mou 3asBKn» HeobxoanmMo
KJIMKHYTb HA MKOHKY «CKaHWpoOBaTb>», MPOBEPUTb pacrno3HaHHble AaHHbIE NO
noceTuTento n AobaBuTb B 3as81BKY MM Ha 3Tarne Bblgayu nponycka B
BblNagalLleM MeHto HaxaTb «OTCKaHMPOBaTb NOCETUTENSA» U BHECTU AAHHbIE.

3.8. AoMMHucTtpupoBaHue 6a3bl faHHbIX PostgreSQL:

1. MNpwu ycTtaHoBke PostgreSQL co3paeTtcsa 3agaHue aBToMatunyeckoro backup
(PostgreSQL backup task) B MNMnaHupoBLlKnke 3agaHmnii Windows.

o MnaHnpoBLLMEK 333HNH
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Wnas: Adobe Acrobat Update Task . = P
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PasmereHne: Y
7 Cozgar..
ApTop: Adobe Systems Incorporatet Bug, 3
Onncanne: This task keeps your Adobe w a OBHoE..
< > —
< > [l Cnpaexa ¥

OkHo MNnaHMpoBILMK 3a4aHUN

2. B nanke bin/ 3anyctutb pann pg_backup.bat. Npwn 3anycke oH AO/KEH
Bbl3BaTb CTaHAApPTHbIe MHCTpYMeHTbl backup PostgreSQ (pg_dumpall n
pg_dump) n co3paTtb 2 danna no nytu: C:/Users/<ums
nonb3osaTtensa>/AppData/Roaming/AAM Systems/PassOffice/backup,
Hanpumep,
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passofficedb_18.12.2020.all.backup
passofficedb_18.12.2020.backup

3. BoccraHoBneHue BbiNnonHaeTca gannoMm pg_restore.bat, KOTOPOMY HYXXHO
nepenatb MMeHa darnnos c backup B kayecTBe apryMeHToB.

4. B pgAdmin, Haxoasuwerocsa no nytu C:/Program
Files/PostgreSQL/12/pgAdmin 4/bin, npoBepsieM BOCCTaHOB/IEHHbIE Tabnunubl.

3.9. HacTtponka SSO

SSO aBTopuzaumsa yepes Active Directory no3sonsiet nonyumtb goctyn K MO 6e3
BBOZAA JIOFMHa U Napons.

Ona peannsaunn SSO aBTopusaumm yepes Active Directory Ha ctopoHe AD
TpebyeTcs:

1. Co3paTb HOBOro NOJb30BaTENS, KOTOPOMY NMOTOM 3aperucTpmpyemMm nMs
y4dacTHuKa-cnyxobl (SPN).

O6patute BHuMaHue. B Microsoft Active Directory Domain keytab ¢aiin
reHepupyeTcs TO/IbKO AJ151 YHETHbIX 3arnuces nosb30BaTesnen, a He KoOMboTepa uam
cepsuca.

AKKayHT Nnosib30BaTeNs A0/KeEH 06/1aaaTh cneayowmmm CBOMCTBaMMN:

e [laponb He MOXeT 6bITb M3MEHEH

e Cpok pencrteusa naponsa 6eccpoyeH Msa yyactHuKa-cnyx6bl oTnpasnseTcsa B
ueHTp pacnpeaeneHus kntden (KDC), 4ytobbl nony4nTb TOKeH 6e30nacHOCTHU
AN NpOBEPKN NMOAMHHOCTU coeamHeHuns. Ecnm TokeH 6e3onacHoCTH
HEBO3MOXHO MOAK/TIOYUTL, NPOBEpPKA NOAIMHHOCTM ucnonb3yet NTLM.

2. Onsa co3paHna SPN-uMeHn HeobXxoAMMO BbINONHUTE CAeAYoLLY0 KOMaHAay :

setspn -A HTTP/applicationhost@DOMAIN.COM <username>

lne - alpec u AOMEH, N0 KOTOPOMY HaxoAMUTCS Hall
Beb6-cepsep (HanpuMmep, HTTP/aam.ad.com@AD.COM), u y4yeTHas 3anmcb AOMeHa, K
KOTOPOM Heo6X0AMMO 3aperncTpnpoBaTb UMS CybbekTa-cnyxo6obl.

Ecnun nMsa yyacTHUKa-cnyx6bbl yXe CylecTBYeT, TO nepes NOBTOPHOW perncrpaunen
ero Heob6xoANMO yZanuTb. ITO MOXHO cAenaTb KOMaHAol setspn ¢ napamMeTpom -D.

Ob6paTtute BHUMaHUE: HEJIb3s1 UCr0/1b30BaTh IP-aapec. To/1IbKO JOMEHHOE MNMS.
3. CreHepupoBaTb kerberos-kntouu:
ktpass -princ HTTP/applicationhost@DOMAIN.COM -mapuser - pass -out c:<nyTb,

no KotopoMmy byaet nexatb kerberos kntou><umakniodya>.keytab -mapOp add -
crypto ALL -pType KRB5_NT_PRINCIPAL
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B panbHenwemM, 3K KNoUM 6yayT ncnonb3osaTbcsa B Kerberos-knmeHnTe ans
NpoOBEPKM NOAMHHOCTU MoJsib3oBaTesnen. B kayecTBe BbIXOAHOIO NMYyTWU yKa3blBaeM
nyTb, NO KOTOpoMy ByaeT HaxoaAnTbCA Haw Beb-cepsep. B ero koHdburypaunm (Beb-
cepBepa) B application.properties yka3sbiBaeTcs nyTb K panay ¢ 3STUMKU KNOYaMH.

4. lMocne reHepaunn keytab danna ero cnegyet NonoXuTb B Nanky
src/main/resources npoekTa. yTb 40 aToro danna ykasblBaeTcs B
application-auth-sso.properties B atpnbyte security.keytab.file.

HacTtpouka 6pay3epa ana pa6ortbl c SSO
B 6pay3epe Google Chrome HeobxoanMmo:

1. Mepentn no agpecy chrome://settings

2. lMponucTtaTb CTpaHMLy BHU3 N HaXaTb Ha KHOMKY «[lONOMHUTENbHbIE»

3. B paszgene «CncreMa» HaxaTb Ha KHOMKY: «OTKpPbITb HACTPOMKM NMPOKCH-
cepsepa»

4. lepenTn Ha BKNaaky «besonacHocTb»

5. BbibpaTb «trusted sites» (AoBepeHHble canThbl)

6. BBectun goMeH canTa U HaxaTb «[JobaBnTb».

B Firefox Heob6xoammo nepenTtu no agpecy about:config, HanTV B HacTponkax
napameTp network.negotiate-auth.trusted-uris n B kauecTse ero 3Ha4yeHus
yctaHoBuTb DNS-nmga canTa.

MoapobHee npo koHdurypaumto SPN akkayHTa ans Active Directory:
1.

2.

3.10. HacTtponku TLS

HacTpoliku BKAOYAOT 3alUnLLEHHOE coeanHeHne mexay cepsepoM PassOffice u
cepsepoM CK. Ha gaHHbIn MOMeHT noaaepXxunsatotcsa cneaytowme CKA - APACS un
LyriX.

B danne [PassOffice]/1.3.1/bin/config/application.properties/ ykaxuTe cneaywowme
HACTPOWNKM:

apacs.tls=true / lyrix.tls=true - BkAtouUnTb 3aWwmuweHHoe coeanHeHmne c APACS /
LyriX

apacs.trust.store - nyTb K panny c xpaHmnuuwem ceptnudukaTton ans APACS B
dopmaTe PKCS12
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lyrix.trust.store - nyTb K panny c xpanmnuuwem ceptudmkaTos ans LyriX B popmaTte
JKS. NMogpobHee npo reHepaumio ceptudmkaTos cM. pasgen «CosgaHue
ceptudukaTos gnsa TLS».

apacs.trust.store / lyrix.trust.store.password - naponb OT XpaHunuua
cepTndukaTon

apacs.trust.weakSecurityChecks / lyrix.trust.weakSecurityChecks- naHHas
HaCTpOMKa OTKNoYaeT 60bLIMHCTBO NPOBEPOK 6e30nacHOCTU (B 3TOM peXUME He
6yayT npoBepsTbCA NOASIMHHOCTb CEPTUDUKATOB U AOMEHHbIE UMEHa, AN KOTOPbIX
OHW NpeaHa3sHauveHbl). ObpaTnte BHUMaHNE, YTO AaHHYIO HacTpPouKy Heobxo4MmMo
06s13aTe/IbHO OTKJ/IOYaThb. JTa HaCTpoyiKa rnpegHa3sHadyeHa 4715 yao06crea
TECTUPOBAHMS.

Nanee B «<AgMuHuUcTpmnposaHue / Hactponkmn CK» 3apanTe COOTBETCTBYOLWME
HaCTpPOWKK, yKasas npoTokosn https://. bonee nogpobHyto nHdopmauuto o
HacTporkax coeanHenusa ¢ CK cMm. B pasgene «AAMUHUCTpUpOBaHue /
KoHdurypuposaHue».

3.11. Co3paHue ceptucpukaros ansa TLS
Ana reHepauun cepTudumnkaToB noTpebyeTcs yCTaHOB/IEHHAa NporpaMmma

1. CreHepupyinTe KOpHEBOM KoY. BMecTo cnoBa «password» yKaxuTe naposb
Knoya:

openssl genrsa -aes256 -passout pass:password -out RootKey.pem 2048

2. CreHepupynTe caMONoOANUCaHHbIN cepTUdUKaT NOSTYHEHHOro Ko4ya. BmecTo
CNnoBa «password» yKa)xmte paHee yKa3aHHbI Naposib Kak4a, nocne Kawya -
subj ykaxunte nHdopmaumnto 06 aBTope Krua:

openssl req -x509 -new -nodes -key RootKey.pem -passin pass:password -sha256 -
days 365 -out RootCert.pem -subj
"/C=CountryName/ST=StateOrProvinceName/L=Locality/O=0rganization/OU=0rga
nizationalUnit/CN=CommonName"

3. CreHepupymnTe elle oOaNH KIoY:
openssl genrsa -aes256 -passout pass:password -out PK.pem 2048
4. Co3paliTe 3anpoc Ha NMoAnucbiBaHMe 3TOro Kjtoda paHee Co34aHHbIM
KOpHEBbIM cepTudukaTtom. MNocne -subj ykaxxute nudopmaymio 0 HOBOM
KJto4e:
openssl req -new -key PK.pem -passin pass:password -out PK_SignReq.pem -subj
"/C=CountryName/ST=StateOrProvinceName/L=Locality/O=0rganization/OU=0rga

nizationalUnit/CN=Serv.CommonName"

5. MoanuwunTe KoY KOPHEBLIM CEPTUPUKATOM:
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openssl x509 -req -in PK_SignReq.pem -CA RootCert.pem -CAkey RootKey.pem -
passin pass:password -CAcreateserial -out ServCert.pem -days 365 -sha256

6. lNMomecTuTe KUY U cepTUdUKaTbl B XpaHUIuLLEe cepTudunkaTos B popmaTe
PKCS12. BMecTo «password» yKaxXute napofib Kai4da, BMecTto
«passwordKeystore» - naponb oT XxpaHunuwa (PekoMeHAyeTCsA yKkasaTb
napoJib, OT/INYHbIA OT APYIrMX Naponemn):

7. B danne HacTpoek application.properties ykaxuTte cnegytouiee:

server.ssl.key-store-type=PKCS12
server.ssl.key-store=<nyTb K panny Keystore.p12>
server.ssl.key-store-password=<passwordKeyStore>
server.ssl.key-alias=Key
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