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YcTaHoBKa ceptucpumnkartoB
APACS nocrtaBnseTcs co crneayowmmm ceptudmkaTamu:

e Ceptndmkat AAM Systems — cepTudukaT NnpoBepAaT Kaxabin exe n dll
dann APACS Ha NoAIMHHOCTb BO BpeMsi o6palleHns K HUM.
CepTtudumkaT CnyXut ansa nosbliweHns 6e30nacHOCTM CUCTEMbI U
peKkoMeHAyeTCs K YyCTaHOBKe.

e Ceptudukat Apollo — ceptudukaTt ybupaeT BCn/ibiBalOLWyo oWMNOKY O
HeBepHOM cepTudukaTe, Npmn Bxoae Ha web-agpec naHenn ASP-4.
CepTtudumkaT Heoba3aTenieH K yCTaHOBKE.

Ceptudpukar AAM Systems

Kak nobas nporpamma, APACS, cny4yanHO WM YMbILWNEHHO, MOXET 6biTb
3apa)xkeHa BMpPYCOM. TakxXe 3710 yMbILIEHHMK MOXET BPYYHYO 3aMEHUTb
ncnosiHsemble dannbl HA BpeAOHOCHbIE.

C nomouwbto ceptudpukata AAM Systems, Windows mMoxeT
obHapy>xnBaTb n3MeHeHHble arnbl APACS.

Pa6ora ceprudpmkara

Windows ¢ nomMowwbto cepTudurkaTa NnpoBepseT Ha NOAMHHOCTb BCE exe
n dll dannsl APACS. lNMpoBepka NponucxoanT BO BpeMs 3anycka exe dhannos
n npn obpawienun K dll darinam. MNpn 3TOM OTKpbIBaeTCcd OKHO KOHTpoOnb
y4YeTHbIX 3anucen nonb3oBatenen. Ecnu dann noANnHHbIN, B NYHKTE
N3paTenb 6yaet ykazaHo AAM Software Sign, ecnu dann He NoANEHHbIN
— HeTt AaHHbIX.

O6paTure BHUMaHME: eC/in OKHO KOHTpOsb y4YeTHbIX 3anucen
nosib3oBaTesien He nosenseTcs, uaMeHute napametp Windows Hacrpowka
yBeaomneHusa 06 isMeHeHUM NnapaMeTpoB KOMMNblOTepa Ha Bcerga
yBegoM/isATe. Anga atoro B noncke Windows sbeunte MameHeHue napameTpoB
KOHTPOJIS1 YHETHbIX 3anncer — OTKPOETCA OKHO € TpebyeMoi HaCTpOMKON.




- KoHTpone yYeTHEX 3anucel nons3oeaTened x

? Bul xoTKTE pPaspelnTE 3TOMY NPUACKEHWMHD BHECTH

M3MEHEHWA B Balll KOMNLHOTED E

@ Mma nporpammer AAM Systerns
MNpoEepeHHBIA MZgaTENE: AAM Software Sign
WcTounue daina: HECTEWA gWCK KOMMNBHOTERE

() Tokasate nogpoBHOCTM la

Hacrpoika Bblgaqm TaKmy YEEA0MIEH M

OKHO KOHTPO/1b y4YeTHbIX 3anucesi nosib3oBaresei

YcraHoBka cepTndukarta

1.Bo3bMUTE cepTUdUKaT C yCTaHOBOYHOro amcka: [APACS]\Utils
\AAMCertificates\AAMRootCertificate.cer u ABa)xabl KIIMKHUTE Ha HEM.
OTKpoeTcst OKHO MpocMoTpa cepTudukara.




m Ceprudmear

ObwMe Coctas  MyTb cepTdMKaLIM

@a | Ceegenna o ceprufmrare

Her goBepHA K 3TOMY KOPHEBOMY CEpTHDHKaTY
ueHTpa cepTwhuKamn. YTobbl BKNHYATE [OBEPHE,
YCTaHOBHTE 3TOT CEPTHPHKAT B XpaHwIHLe
[AOBEPEHHBIX KOPHEBLIX CEPTHWMKATOB LLEHTPOB

cepTrdmKaLmm.

KoMy BeiOgan: AAM Root

KeMm Boigan: AAM Root

DeicteuTensd ¢ 21,08, 2018 nmo 01,01, 2040

ECI’EHDEIHTh CEPTHDMKST... 1 SAABNEHWE NOCTABLLMKE

.

OkHO CepTndmkar

2.HaxxMute KHONKY YcTaHOoBUTb cepTudukaTt. OTKpoeTcs OKHO
MacTepa MMnopTa cepTuduKaToB.

YctaHoBKa ce pmmd nkaton
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Macrep nmnopTta cepTudHKaToB

3TOT MECTED NOMOMEET KOMMPOBaTE CEPTHDMKETEI, CTIMCKKM AOBEPKMA M NWCKK OT3RIES
CEpTHHMKATORE C NOKAMNEHOrD AWMCKS B XPaHWMWLLE cepTHhMKATOR.

CepTHRMKET , BElOaHHEIR LEHTPOM CEPTMOMKALIMK, AENASTCA NOATEEQHOEHMEN BaLUEA
AWYHOCTIA W COASMHMT MHBOPMALAKD, HeoDXaAMMYID ANA SEWTEl ASHHEIX MM
YCTEHOBMEHWMA 3ALMILEHHEIX CETEBRIN NOAKMKYEHMA, XPEHUNMIWLE CEPTHDMKATOE —
3T0 0fNACTE CMCTEMBI, NPEOHASHAYEHHEA ANA XPAHEHMA CEPTUDUKETOB.

PacnonoxeHWe XpaHunuwa

() Tewywmid nonssosaTens

(®) NoxansHe KoMneoTep:

[nA Npoao/IHEHHA HEKMUTE KHoMKyY "danee”,

B Janee OtmeHa

OkHO Macrep mmMnopTta cepTn¢pmkaTon

3.Bbi6epute nyHKT JIOKasbHbIW KOMMNbIOTEP 1 HaXXMUTE KHOMNKY [lanee

4.MNMomecTute cepTuduKaT B XpaHunuuie [loBepeHHble KOpHeBble
LLeHTPbl cepTuduKaLmn.




Xpanwnmuie ceprwduraros

¥pEHUNKMLLE CEPTUDMKSTOE - STO CMCTEMHEIE 0DNACTKH, B KOTOPEIX
XPEHATCA CEPTUOMKETEL,

Windows aETOMaETHUYECKM BLIGEDET XPEHMMMLLE, MMM Bbl MOKETE YKA33Th
PAMONOHEHNE CEPTUOMKATE BRYHHYIO,

() ABTOMATHHECHN BoIBPaTE XPEHWMAMLLE HA DCHOBE TMNA CepTHMKETA

(®) TomecTHTE Boe cepTUMKATE B CNEAVIOWEE XPEHAMMLLE:

¥paHUNMWE CEPTUQMKETOE:

| ==

| Janee || OTraeHa

OkHO Macrep mmMnopTta cepTn¢pmkaTon

EBrifop xpannnnina ceprudmiara

BrlfEpHTE XPEHUNWLLE CepTHIMKETOE, KOTODOES Bkl
KOTHTE WCMONEZ0BATE.

e | NMiuHoe A

[ oBEpEHHbIE KOPHEBBIE LIEHT Dbl CEPTH
1| JoBepuTEnbHEIE OTHOWEHWA B NPeLnpy
1| MpoMeskyTouHbIE LEHTPE! CEPTHEMKSLM
| NoBepeHHbIE MZAETENM

_H_I r-'FII'ITIJI"l'H.dl{FlTI-uI K WOTOMIM AT A RS

L4 >

[ MokaszaTh hMsMHEcKME KPEHUIMLLE

I Ok I | OTMeHa

OKHO BbI60Op xpaHnnumwa ceprugumkara

YctaHoBKa ce pmmd nkaton
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5.3aBepwuTe ycTaHOBKY cepTudukara.

CepTtudukar Apollo

Kaxxabin pa3 npu Bxoae Ha naHenb ASP-4, web-6pay3ep nposepseT
ceptudmKaT NAHENN N, €C/IN OH HE YCTaHOBJIEH, MOKa3bliBaET AManoroBoe
OKHO 06 owmnbo4yHoOM cepTudmkaTte. NpPoaoIKUTL HACTPONKY KOHTpOepa
ASP-4 MOXHO, HaXXaB KHOMKY Bce paBHO NPoAO/IXUTL. YTO6LI 3Ta
owmnbka He NoBTOpSAIacCb, He06X0ANMO yCTaHOBUTL cepTudumkaT Apollo.

& | asp-010100

Cpera He MOMKET NPOSEPKUTE NOAAUHHOCTL capsepa asp-010100 nz-3a
npobnem ¢ ceptudukaton. BosmomHo, cepeep NEITAETCA BEECTH Bac B
sabnyxaerue. Npogonxkute?

Mokasate cepriudukat Bce pasto npogonxuts Ctmena

Ownbka ceptndmnkaTta ASP-4

Buabl cepTtndpukaros

Bbl MOXeTe yCTaHOBUTb OAMH U3 ABYX CepTUHMKATOB:

e 06w MM cepTudmkaT AAM Systems Dealer Root CA;

e MHAMBMAYANbHbIN CepTUdUKAT, CreHEPUPOBAHHbIA KOHTponepoM ASP-
4,

PasHunua B ceptudukaTtax cneaywuwas: ceptupumkat AAM Systems
pacnpocTpaHaeTcs Ha Bce KOHTposnepbl ASP-4, n ero Hy>HO YCTaHOBUTb
OZIMH pa3 Ha Kax bl KOMNbOTEP, rae nnaHupyeTcs HacTponka ASP-4;
WHAMBUAYANbHbBIM cepTUdUKaT pacnpoCTpaHAETCa TO/IbKO Ha OAMH
KOHTposinep ASP-4, N0O3TOMY Ha OAVUH KOMMbIOTEP HYXHO YCTaHOBUTb
CTOJIbKO CEPTU(PUKATOB, CKOJIbKO KOHTPOJI/IEPOB Bbl MiiaHUpyeTe
HacTpauBaTb.

YcTaHOBKa MHAMBUAYANbHbBIX CEPTUPUKATOB 3aHMMaeT 60/blle BpeEMEHH,
yeM ycTaHoBka obuwero. x pekoMeHAyeTCS yCTaHaBMBaTbh B TOM C/y4yae,
ecnu Bbl He poBepsieTe obwemy ceptudukaty AAM Systems.

YcraHoBka obulero ceptndpukara AAM Systems Dealer Root CA

1.0TKpou1Te nanky ¢ cepTMPuKaToM Ha yCTaHOBOYHOM aucke APACS:
[APACS]\Utils\AAMCertificates\AAMSystemsApollo.cer

2.0Baxabl KIIMKHUTE MO cepTuduKaTy.

3.B oTkpbiBWwEMCS okHe CepTuddMKaT HAXMUTE KHOMKY YCTaHOBUTb
ceptudukar...




CEEES)

4 .Bbibepute [loBepeHHble KOpHeBble LLeHTPbl cepTudmrkaumm B
KayecTBe XpaHunuwa ceptudmkaTa U 3aKOHUUTE YCTaHOBKY.

Xpanwnuuwe ceprwhUKaTos

¥pEHUNKMLLE CepTWHMKATOE - 5TO CMCTEMHBIE 0BNACTKH, B KOTOPkIX
XPEHATCA CEPTUOMKATEL,

Windows aBToMaTHYEKM BIfEPET XPEHMMMLLE, MNK Bbl MOKETE YKE3aTh
PACTIONOKEHWE CEPTURMKETE BPYYHYHD,

() ABTOMaTHHECHN BEIBPaTE XPEHUAMLLE HA DCHOBE TMNA CEPTUMKETE

(®)TIoMECTWTE Bre CEpTUMKAETEI B CNEAVIOLLES XPEHANULLE:

¥pPEHUNMLLE CEPTUDMKSTOE!
| ==

| Janee || CTrmeHa

OkHO Macrep mmMnopTta cepTucmnkaron

YctaHoBKa ce pmmd nkaton




BriGop xpaHknana ceptidmiarta

BbIDEDMTE XPAHUNWLLE CEQTU(MKATOE, KOTODOE Bkl
XOTWUTE WCNONE30BETh.

< >

[ ]MokazaTe huzvueckie XpaHHnMWa

omera

OKHO BbI60p xpaHuanwa ceptudunkarta
YcraHoBka nHaAnNBUAyasJ1bHOIro CEQTMQMKaTa

1.Yepe3 web-6pay3ep 3anagute Ha CTpaHULy KOHTponepa.

2.B nosiBMBLLUEMCS OKHE OWNBKK cepTUdUMKaTa HAaXX MUTE KHOMKY
Mokasatb cepTudmkar.

3.B oTKkpbiBLEMCA okHe CepTuduKkaT nepenanTte Ha BKIaaKy
«CocTaB>» 1 HaxMuTe kKHonNky KonupoBaTtb B chan....

4.B oTKkpbiBWEMCS OKHe MacTep akcnopTta ceptudukaToB BbibepuTte
dopmaT akcnopTupyemoro danna — Base-64. YKaxure nms
cepTudumkaTa 1 nanky, Kyaa oH 6yaeT akcnopTMpoBaH.

5.YcTraHoBUTE NONYYEHHbIN cepTUdunKaT, ABaXKAbl KIIMKHYB Ha HeEM.
[anbHenwune warn yCTaHOBKM aHaNorM4yHbl Wwaram yCcTaHOBKMU
ceptudpmkata AAM Systems Dealer Root CA.
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