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1

Moacncrema «MobubHbIE TOUKW
npoxoaa»

MoacucteMa «MobunbHble TOYKM NPOX0oAa» NpeaHasHayeHa ANnsa pelleHus
crneayroLwmnx 3aaaud:
e CO3[1aHME Ha KOHTPOIMPYEMOU TEPPUTOPUMN MOBUSIbHBIX TOYEK NPOX0Aa,
KOTOpbI€ MOTYT UCMOJIb30BaTbCA BPEMEHHO,
e MpoBepKa NPUHAANEXHOCTM KapT C NOMOLW b MOBW/IbHBIX YCTPOMCTB.

MoacucteMa «MobunbHble TOUKM NpOXo4a» peannsoBaHa Ha ocHoBse K
APACS 3000 n opueHTMpoBaHa Ha UCMoJsib30BaHWe cneymnannanpoBaHHbiX KK
CO BCTPOEHHbIM CYUTbIBATENEM.

MNMoacuctemMa sSBNSETCS BHELWHWMM A0MNOJIHEHMEM K KOMIMIEKCY, MOXET bbITb
nerko un 6bICTpO CKOH(MUrypmuposaHa.

1.1 CocTaB noacucTeMsbl

Moacuctema «MobunbHbIE TOUKM MPOX0Aa» COCTOUT U3 CNeay oL nx
KOMMOHEHTOB:
cuctema KoHTponsa goctyna (CKA) Ha 6ase MK APACS 3000,
cnyx6a «MobunbHble TOUKKM Npoxoaa»,
HeobxoauMoe KOM4ecTBO cneumnanmsnpoBaHHbliX KIMK co BCTpOEHHbIM
CYuTbIBATENEM,
KJIMEHTCKMNE NMPUIoxXeHns «MobunbHble Touku npoxoga» ans KriK.

MNMoacuctemMa A0/MKHA YAOBAETBOPATh creayowmM TpeboBaHmsaM:

e CK/ Ha 6a3e koHTposnepos AAN-32/100 Apollo,

e KIK Iris co BCTpoeHHbIM cuuTbiBaTeneM kapr iClass,

e kapTbl HID iClass,

e coeanHeHune mMexay KMK v cnyxx6on «MobunbHble TOUKM Npoxoaa» (no
ymon4daHuto B KIK Iris yctaHoBneHa Wi-Fi ceTeBas kapTa),

e B cocTas K APACS 3000 gomkeH Bxoamtb Mmoaynb SDK.

KIMK cnyxoa
™ “MobunbHbie cepsep

s, TOYKU APACS 3000
KIMK npoxoga”

pabouas cTaHUus

CoctaB noacuctemMbl «MobunbHble TOUKMK npoxoaa»

© 2005-2019 AAM CncTem3



MpuHUMNBI paboTbl NOACUCTE Mb 5

1.2 MpuHUKMNBbLI paboTbl NOACUCTEMBI

PaccMoTpuM paboTy noacucteMsl B cnyyvae, ecnm KINK ucnonbsyertcs:
e 719 OpraHu3aunm MobunbHOM TOYKKM NPOX0Aa,
e 1119 NMPOBEPKMN NPUHALNEXHOCTN KapT.

KIMNK ucnonb3yeTtcs Ass opraHM3aumMm MO6WibHOM TOUKM Npoxoaa

OxpaHHuk ¢ KIK pacnonaraetcs B TOM MecTe 34aHus, rae Tpebyetcs
KOHTPONIMpOBaTb NPOX0A U rae HeT YCTaHOBJ/IEHHOTO CUYUTbIBATENA, TYPHUKETa U
T.N. OXpaHHUK TpebyeT NnpeabsaBfeHns KapT OT BXOASLWMX.

Ncnonb3yeTcsa cnepytowas nocnefoBaTeslbHOCTb AENCTBUN:

1.Bnageneu KapTbl NpeabaBngeT KapTy Ha cyutbiBaTesnie KIK.

2.VIHpopMaums 0 NpeabsBfEHHOM KapTe OTrpaBnseTcs Ha cnyxoby
«Mo6unbHbIE TOUYKM MPOXOaa>.

3.Cnyx6a «MobunbHble TOYUKN NpOX0Aa» nepecbifiaeT MHPOpPMaALIMIOO KapTe
Ha cepsep APACS 3000.

4.CepBep APACS 3000 nepecblniaeT MHPOpPMALIMIO O KapTe KOHTpoiepy
AAN-32/100.

5.KoHTponnep AAN-32/100 npuHMMaET pelueHne 0 A0CTyrne no AaHHOWN
KapTe.

6.PeweHne o0 goctyne nepenaetcsa Ha cepsep APACS 3000, nanee — Ha
cnyx6y «MobunbHble ToukKn Npoxona», Aanee — Ha KIK. Ha skpaHe KIK
oTobpaxkaeTcsa MHPOpMaLMs O Bnagenble KapTbl U pelleHre o 40CTyne.

3anpoc cnyx6a
- ‘MoBbunbHble ~ —— cepsep —_—
CORE . TOUKM APACS 3000 ——

EHE npoxopa’” peLleHme
0 gocTyne AAN-100

CxeMa genctsuin Nnpu 3anpoce Ha A0CTyn oT cumTbiBaTens ¢ KMK

TakuM o6pa3om, oxpaHHUK C KIMK npeacrasnset cob6om MOOGUNbHYIO TOUKY
npoxoza.

Mo6unbHbIE TOYKM NPOX0Aa YAO6HO UCMOb30BaTh AN OpraHu3aLmnm
BPEMEHHbIX TOUEK NMPOX0Aa Ha TEPPUTOPUID, HANpPUMeEpP, B TEX CNyYasax, Koraa
CTaUMOHapPHbIE NPOXOAHbIE HE CNPAaBASOTCA B 60/1bLLMM NPUTOKOM JIHOAEN.

KIMNK ncnonb3yercs AsA NpoBEpPKU NpUHaAIeXXHOCTU KapT

OxpaHHuk ¢ KINK nepemewiaeTcs N0 KOHTPOMPYEMOWN TEPPUTOPUN U MPU
Heo6Xx0AMMOCTM NpoBepsieT KapTbl, KOTOPble HAXOAATCSA Y COTPYAHUKOB. TakuM
06pa3oM oOXpaHHUK MOXET CpaBHMBATb YenoBeKa C MHdpopMaLmen
npeabsaAB/IEHHOM ero KapTbl U KOHTPO/IMPOBATb CUTyauumK, KOraa Yenosek
HaXOAUTCS Ha TEPPUTOPUM HE CO CBOEW KapToMm.

Ncnonb3yeTtcs cneaytowas nocneaoBateslbHOCTb AENCTBUN:

1.KapTta npegbssnsaetca Ha cumTbiBaTesnie KIK.

2.IHpopMauma 0 NpeabsaAB/I€HHOM KapTe OTrpaBaseTcs Ha cnyx by
«Mo6unbHbIE TOUKM MPOXOAa>.

3.Cnyx6a «MobunbHbie TOUKKN NPOXoaa» nepecbinaeT MHPOpPMaL MO O KapTe
Ha cepsep APACS 3000.
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MpuHUMNBI paboTbl NOACUCTE Mb 6

4.B 6a3e gaHHbIX APACS 3000 npoucxoauT Nouck nHpopMauum o Brnagensue
KapTbl.

5.Ecnv nndopmaumsa o Bnagenbue KapTbl HaraeHa B 6a3e, oHa nepeaaeTcs
Ha cnyx 6y «MobunbHble TOUKM Npoxoaa», nanee —Ha KIK. Ha akpaHe
KIMNK oTtobpakaetcsa nHdpopmMaumsa o Bnagenble KapTbl.

Ecnn nHdopmaumnsa o Bnagenbue KapTbl He HanaeHa B 6ase, ceeaeHus 06
3TOM Takxe nepenatotca Ha KIK n oTobpaxatoTcsa Ha 3KpaHe.

3anpoc cny6a
—  “MobuJibHble cepeep —_— .
HOES — TOYKH APACS 3000 ~——  APACS 3000

III_IE npoxoaa” oTBeT

Cxema AelicTBMI Npu NpoBepKe NpuUHaANEeXHOCTU KapT
KINK co cuurbiBaTenem B cucteme APACS 3000

Tak kak B cucteme APACS 3000 pelieHne 0 AoCTyne NMpUHUMAeTCsl Ha YPOBHe
kKoHTponnepos AAN-32/100, Bce ncnonbsyrowmecs KrK co cumtoiBaTenem B
KoHpurypaumm cuctembl APACS 3000 aonmkHbl 6b6ITb @aCCOLMMPOBaHbI CO
CUMTbIBaATENIIMU OCHOBHbIX KOHTponepoB. B pesynbTate KIK co cuntbiBaTenem
B cucteme APACS 3000 6yayT obnagaTte BCEMU BO3MOXXHOCTSIMU CUUTbIBaTENEN
OCHOBHbIX KOHTPOJ1EPOB:

e MpU CYUTbIBAHUU KapTbl Ha cuuTbiBaTene KK npomncxoanT aHanus ypoBHS

AO0CTyna, TOYHOro A0CTyrna, KOHTPOJIb MOBTOPHOIO BX0AQ,
e B 6a3y aaHHbIXx APACS 3000 nocTynatoT coobuieHns o npoxoaax.

O6paTure BHUMaHMe: B TekyLlein Bepcum KINK co cunTbiBaTENEM peanmsyeT
npoxo4 B 0ZlHY CTOPOHY.

1.3 KoHhurypupoBaHme noacucTemMsl

Mpwn KOHGUrypMpoBaHUM NoACUCTEMbI «MOBUbHBbIE TOUKM NPOX0oaa»
pPEKOMEHAYETCS NpUAepXMBaTbCA CrieayoLlen nocneaoBaTeslbHOCTU:

Moarotoska CKA Ha 6a3e MNK APACS 3000

1.YcTtaHoBuTb 1 ckoHpurypmuposaTb CK/ Ha 6a3e MK APACS 3000 u
KoHTposinepa Apollo AAN-32/100.

2.0npenennTtb KONMYeCTBO MOBUIbHBLIX TOYEK NpoXxoaa, KoTopblie 6yayT
MCNOIb30BaTbCs Ha Bawen KOHTpOMpyeMOn TeppuTopun. ns Kaxaomn
MOBUNBHOM TOYKKM NpoXoda CKOHdUrypuposaTtb B cucteme APACS 3000
o6beKT TUNa YaaseHHbiii KoHTposiep AIM-4SL v no6asButb K HeMy 06beKkT
Tnna CuuteiBatesib OK. Tak Kak 3T yaaneHHble KoOHTpoanepbl AIM-4SL u
CUYMTbIBATENIN UCMNONb3YOTCA ANna accounaumm ¢ KMNK n He cOOTBETCTBYIOT
yCTaHoBneHHOMY o6opyaoBaHuto Apollo, aTn o6bekTbl 6yayT B COCTOSAHUM
«He Ha CBA3U».

3.B cucteme APACS 3000 ans cumtbiBaTesien, KOTOpble acCOLMNPYHOTCS C
KMK:

0 B HacTporkax nocraButb ¢pnaxok He oxkmpatb npoxoaa,

0 3a4aTb HAaCTPOMKWN YPOBHS AOCTyMNa, TOYHOIO AOCTYMNa U KOHTPOS
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KoHpurypupoBaHue nogacucTembl

NMOBTOPHOIO BXOAA.
MoproToBka cny»x6bl « Mo6wibHble TOUKM Npoxoaa >

4.Ha KoMnbloTepe, Ha KOTOPOM ycTaHoBieH cepeep APACS 3000, c
WMHCTaNNALMOHHOIO ANCKA YCTAaHOBUTb CyX 6y «MobunbHble TOUKU
npoxoaa» (3anyctutb dann ApcMRServerAppl.exe). OTa cnyxb6a
obcny>XmBaeT 3anpochbl Mexay noacucteMomn «MobunbHble TOUKNK
npoxoaa» mn cepsepom APACS 3000. 3anyctutb cepsep APACS 3000 u
cnyx 6y «MobunbHble TOUKM NPOX0oAa».

«&gf}ﬂ,@@ 11:38

NkoHka cepBepa APACS 3000 u cnyx6bbl «MobunbHble TO4KM NpoxXoAa» B CUCTEMHON NaHenu (system
tray)

5.Ha komMnbtoTep, rae ycraHosneHbl cepeep APACS 3000 n cnyxb6a
«Mo6unbHbIE TOUYKM MPOX0Aa>», C MHCTANASUMOHHOIO AMCKA YCTAaHOBUTb
npunoxenue «KoHpurypaTtop cyx6bl» ¢ NOMOLWbIO KOTOPOrO:

0 HacTpouTb coeamHeHne Mexay cepsepoM APACS 3000 u cnyxb6on
«Mo6unbHbIE TOUKM MpOX0oaa»,

0 3a4aTb cooTBeTCcTBME Mexay KIMK n cuntbiBaTeniMmM 0CHOBHbIX

KOoHTposinepoB B cucteme APACS 3000.
Ansa atoro 3anyctute ¢dann ApcMRServerConfig.exe. OTKpoeTcs AManorosoe

OKHO ABTOopmM3aums. YKaxute NormH n naposb rnosb3oBaTtens ans
noaknyeHust kK cepesepy APACS 3000.

[F. AsTopuzauma x|

MNaruu: Iadmin

[Maponk: I“"

k. I OTreHa

okHo ABTOpM3aLns

[anee oTkpoeTcs Ananorosoe okHO HacTposiku, rae B Tabnuue tpebyetca
yka3saTb cooTBeTCcTBUA Mexay KIMK co cuntbiBaTensaMm v cumTbiBaTENAMU
OCHOBHbIX KOHTpOS1IepoB B KOHPUrypaumun APACS 3000.
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KoHdurypupoBaHue noacucremsl 8

10] x|

[NopT cepeepa:

{4000
b OBMAEHEIN CYMTEIESTE MR | CyMTHIEATENL M3 KOHEHIYPaLHM: | dI];.
kA1 M afineHeIld cuuTREaTER OF,
Hoewid MA M oBMNEHEIR CyMTEIEaTE R OF, ﬁl

&
CoxpaHATE OTrieHa

OkHo Hacrpoiiku

NS 3TOro HaXxMute KHonky Jlo6aBurb 1 B OTKPbLIBLUEMCS ANAIOTOBOM OKHE
CBo#icTBa 3ajavTe:
e Mma mobwibHoro cuurbiBartena — KK co cuutbiBaTenem.
e CuurbiBaTeNb U3 KOH(PUIrypaLuum — CUUTbIBATEb U3 KOHDUrypauum
APACS 3000, cooTBeTcTBYOLWMIM 3TOMY KIIK.

ST

HMt4a rMofMNBHOrD CHUTRIBEATE AR
I Hoeeii kA

CYMTEIESTENE W3 EOHPHIYPELL MM

= KopeHe cHUCTEREl
B- Cepeep ofopylosaHYA
=8 Hpakeep COM-nopTa OF,
=8 k.onTponnep AaM-100
= HK AlM-45L 0
o MofuaeHe cuTeeaTens OF,

Ok, I OTrieHa

OkHo CBoJ#icrBa

YT06bI NI3MEHEHNSA BCTYNWAM B CUNY, NMEpe3anyCTuTb NpunoXXeHue
«KoHdpurypaTtop cnyxbbi»(dann ApcMRServerConfig.exe).
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KoHdurypupoBaHue noacucremsl 9

MoaroroBka KIK

6.Ha kaxgom KIK ¢ MHCTanNsuMOHHOIo ANUCKA YCTAaHOBUTb KJIMEHTCKUe
NpuUNoXXeHnsa «MobunbHble TOUKK Npoxoaa»:

o «KoHpwurypatop» (pann ApcMRConfig.exe) — npunoxeHue ans
KOHpUIrypupoBaHus 1 TecTupoBaHusa coeamHeHmnsa KK mn cnyxobl
«Mo6unbHbIE TOUKM MpOX0oaa»,

o «lMpoBepka RFID» (¢dann ApcMRTest.exe) — npunoxxeHue ans
TectTupoBaHus paboTbl KK,

o «MpeHTndukauuna» (darnn Apcldentification.exe) —npunoxxenuve ans
paboTbl KIMK B pexunme «UaeHTudmkaumsa»,

o «Touka npoxoga» (dann ApcCheckPoint.exe) — npunoxenHune ans paboTbl
KIMNK B pexumMe «Touyka npoxoaa».

7.Ha kaxaoM KIK npoBeputb cunTbiBaHWE KapTbl C MOMOLLbIO NPUNOXEHUS
ApcMRTest.exe.

Ucnonb3soBaHue KIK

8.4T106bI HauaTb Ucnonb3oBaHue KIK, 3anycTtute Ha HeEM NpPUNOXeEHMe
«KoHpurypatop» (dpann ApcMRConfig.exe). OTkpoeTcsa AManoroBoe OKHO
Hacrpoikn.

0 Ha Bknagke « OCHOBHbIE> 3TOM0 OKHA MOXXHO U3MEHUTb 3a4aHHOEe Mo
yMon4daHuo ums KiK. NUMa okKHO 6biTb YHUKANbHbBIM.

Hactpoitku

DCHOEHEIR | CE:FIBI:I TarkH |

IAZEHTMBLKATOR CUMTEIESTENA!

[ ciEl

| MNpoEEpTE || COXpaHIATE || CITMEHS

Bknagka «OCHOBHble>» OkHa Hacrpoikmn

0 Ha Bknagke «CBA3b» ykaxute IP-agpec win nma koMmnbroTepa, Ha
KOTOPOM 3anyuieHa cnyxba «MobunbHble TOUKKM Npoxoaa», U NnopTt
cepsepa APACS 3000.
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KoHdurypupoBaHue noacucremsl 10

HacTpoitkm

COCHOEHEIR| CEAZR | ﬂDFHHl

MA cepeepa MoBNEHELX
CUATEIESTENSA:

| local host |

MopT cepeepa:

| 4000 |

||_|pI:IEFE[:IMTb||CI:I}{|:IaHMTb” OTMEHS |

Bknagka «CBfA3b>» okHa HacTpoiikm

0 Ha Bknagke «JIOrMH>» yKaxKute I0rvH 1 naposib ANns noakatoyYeHus K
cepsepy APACS 3000.

Hactpoiku
C'I:HI:IEFHI:IEI CEFFIBI:| NariH |
ToriH
|In5t |
[Naponk

|FIpDE=epMT|:.||CD}{paHMTb|| CITMEHS |

Bknagka «J1ormH» okHa HacTpoikmn

KHonkown MpoBepurb NpoBepbTe Hanune coeanHeHus. Nocne BblINOTHEHHbIX
AenCcTBUM 0TOOPasnUTCA MMA CUUTbIBATESS OCHOBHbIX KOHTPOJIJIEPOB B CUCTEME
APACS 3000, koToOpoMy coOTBETCTBYET AaHHbIN KIK.

9.C nomowbto NpunoxeHun «NaeHtudpukaums» (dann Apcldentification.exe)
nnu «Touka npoxona» (dpann ApcCheckPoint.exe) 3arpy3utb KINK B
Heob6xoanMoM BaM pexume.

1.4 HacTpoiika paboTbl C KapTamm

®ann ApcClExtCardReaderSettings.ini coaep>XuT HacTponkn paboTbl C
KapTaMu, npeabsasieHHbiMM Ha KIMK co cuuTtbiBaTenem.

®ann Haxoautca B kKatanore [APACS 3000]\ApcClientExt
\ApcCIExtCardReader, roe [APACS 3000] — kaTtanor, rae yctaHosneH MK
APACS 3000.

[SYSTEM]
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HacTpoiika paboTbl C KapTamu 11

e CardMask=0000FFFF — macka ncnonb3yeTcs Ansa BblaeneHns HoMepa
KapTbl 13 obLwen nHpopMaLmm Npu CYUMTbiBaHUN KapTbl. Macka 3agaeTcs B
16-pnyHoM popmaTte 6e3 0x. 3HayeHne MacKm No yMOJSTYaHUIO paBHOe
OO0OOFFFF o3Ha4vaeT BblaeneHme 16-Tn npaBbiX 6UT, YTO COOTBETCTBYET
HoMepy KapTbl B dopmMaTte Weigand26. lNMpun 3TOM 6UTbI YETHOCTU U
HEYETHOCTM yXKe OTOPOLLEHDI.

e AngstremError=0 — K104 UCNONb3YyETCA AN KapT C 3aBOACKON OWnN6KO M

koampoBaHusa (1 — aa, 0 — HeT).

1.5 Pexxnmbl paboTbl KMNK

KMNK co cumntbiBaTENnEeM MoXeT paboTaTb B Clefyowmnx pexumax:

e peXxuM «Touyka npoxoga» — B 3TOM pexunme KIK onpegenseTt AaHHbIe O
Bragenbue npeabsBAeHHOM KapTbl U MPUHUMAET peleHne o 4oNycKe,

e pexknm «NaeHTndunkaums» —B 3ToM pexumme KK onpeagensieT AaHHble O
BflagenbLe npeabsBieHHOW KapThl,

1.5.1 Pexxnm «Touka npoxoga»

PaccmoTpumM nopsaaok paboTbl KIMK B pexkxmme «Touyka npoxoga»:
1.KIMK oxunpaeT npeabsBrieHns KapTbl.

Mopuecure kapry...

Oo @ o°
i

OxunpgaHune KapTbl B pexume «lMpoxoaHaa»

2.Mocne cunTbiBaHUsS KapTbl NPOUCXoauT Nouck B 6ase aaHHbix APACS 3000:

o Ecnn kapTa HarigeHa B 6a3e AaHHbIX M MO Hel pa3peLleH A0CTYyM, Ha 3KpaHe
KIMNK oTtobpaxkaetcsa nHbopMaumna o Bnagenble KapTbl, HOMep KapTbl U
coobuleHne o paspelleHnn gocTtyna.
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Pexumbl paboTbl KMNK
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MpeabsaBneHHasa KapTa HalaeHa B 6a3e AaHHbIX, 4OCTYN MO HeW paspeLueH

o Ecnu kapTta HanaeHa B 6a3e AaHHbIX, HO AOCTYM MO Hel 3anpelleH, Ha

Heanoe Hean
Heanoeuy

Kapra N2 101

ik

Co @ o°

h d

3KpaHe oTobpaxkaeTcs MHdpopMauma o BnagenbLe KapTbl, HOMEP KapTbl U
coobuleHne o 3anpeLweHnn AocTyna.

Heanoe Uean
Heanoeuy
J Kapra N2 101
W4

Co @ oF

MpeabgaBneHHas KapTa HangeHa B 6a3e AaHHbIX, AO0CTyn no Hen 3anpeweH

o Ecnu kapTta He HaaeHa B 6ase AaHHbIX, HA 3KpaHe 0To6paXxaeTca ToJIbKO
HoMep KapTbl. [IOCTyn MO 3TOW KapTe 3anpeLleH.
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Pexumbl paboTbl KMNK 13

Oo @ oF

MpeabaBneHHasa KapTa He HalgeHa B 6ase AaHHbIX

3.Mocne ob6paboTkun 3anpoca KIMK rotos K CYUMUTbIBAHWUIO CNneayowen KapThbl.

1.5.2 Pexxnm «aeHTuukauns»

PaccMmoTpuM nopsaok paboTel KIMK B pexume «MaeHTudmnkaums» :
1.KMNK oXunaaeTt npeabsaBieHUs KapTbl.

MonHecure kapTy...

Co @ o°

h__ﬂ

OxwnaaHue KapTbl B pexume «MaeHTudmnkauma»

2.Mocne cunTbiBaHUsS KapTbIMpoUcxoanT nounck B 6ase aaHHbix APACS 3000:
o Ecnu kapTa HangeHa B 6a3e AaHHbIX, HAa akpaHe KIMK oTobpaxkaeTtcs
MHpopMaumsa 0 BnagenbLe KapTbl U HOMEpP KapTbl.
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Mnennpukauns 8

Heanoe Hean
HeaHoeH4

Kapra N2 101
i

Co @ 0P

MpeabsBieHHas kapTa HallneHa B 6ase aanHbix APACS 3000

o Ecnu kapTta He HaaeHa B 6ase AaHHbIX, HA 3KpaHe 0To6paXxaeTcsa TOJIbKO
HOMep KapThl.

Oo @ o°

MpeabsiBNeHHas KapTa He HaliaeHa B 6ase aanHbix APACS 3000

3.Mocne o6paboTku 3anpoca KMNK rotoB K CYUTbIBAHUIO Cneaylowen KapThbl.
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