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Moacuctema cuHxpoHusaumm ¢ Active Directory

COI‘JIa]HeHPIﬂ, HCIOJb3YEMbIC B KHUT'C
B 3100t KHUrEe UCTIONB3YIOTCS CAEAYIOIIME COTIallleHus O IpudTax:

Kypcueé — WCIIOJb3YeTCsl NMPU BBEJICHUM HOBBIX TEPMUHOB M YKa3aHUM
TEKCTOBBIX 3HAYEHUI TIEPEMEHHBIX,

NMOJIy?KMPHOE HayepTaHue — HCIIOJIb3yeTCs IS BbIAEJIEHUS Ha3BaHUM
3JIEMEHTOB OKOH,

ROAYHCUPHOLIL Kypcué —VICTIONb3YeTCS IS BhIACICHUST Ha3BaHUI OKOH,
«KaBBIYKHM» — MCTIOJIB3YIOTCS JJIsI BBIICICHUST Ha3BaHUI MTPUJIOXKEHUN U
IyHKTOB MEHIO.

Tak BbigensieTcst MHchopMaLus, KoTopasi IPUBOAUTCS B OKYMEHTaLMK Ans npuMepa.

N\

=+ Tak BblgensieTcs MHopMaLws, Ha KOTOpyto crieflyeT 06paTuTb BHUMaHWe.
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Moacuctema cuHxpoHusaumm ¢ Active Directory

1 BeBepeHue

IMoncucrema cunaxponusauuu ¢ Active Directory (manee AD) mo3BossieT
CUHXPOHU3UPOBaTh MHGOPMALINIO, HaXoasIylocs: Ha cepBepe AD, ¢ 6a3oit
nanHbeIX APACS Bio. Pemrenne mommep:xuBaeT Kak aBTOMaTUYECKYIO, TaK U
PYYHYIO CHHXPOHU3AINIO JaHHBIX.

[anHoe pelieHre yI00HO NCTIONB30BaTh B CITy4yae, KOTAa Ha IPEATPUSTUY TSI
XpaHeHUsI YYETHBIX NaHHBIX COTPYAHUKOB McTnonb3yeTcs Active Directory.
Hcnonb3oBaHMe NaHHOTO PEHIEHUS TTO3BOJIUT YMEHBIIUTDL BpeMs IepeHoca
nHbOPMALINK, a TAKXKE COKPATUTH KOJIMIECTBO OLINOOK.

B texymieit Bepcuy moaaep:KBaeTCcs UMIIOPT ¥ CHHXPOHW3ALIMS TTOJTh30BaTes el
M UX CBOMCTB (TpyIIisl noctyma, ¢potorpadus u .4.) u3 AD B APACS Bio.

1.1 CocTaB pewueHus

[Moxcucrema AD cocTouT 13 Tpex OCHOBHBIX KOMITOHEHTOB:

+  Cnyx06a cuaxpoHuzauum ¢ AD,

+  Kouduryparmonnas yrunura st ADSync,

*  Yrwiura Uit UMIIOpTa U3MEHEHUN TTOJIb30BaTele.

Cayxcoa cunxponusauuu ¢ AD — 3T0 BHYTpeHHSsIsS cityxk6a cepBepa APACS
Bio, koTopast oTcnexxuBaeT u HaKaruIMBaeT U3MEHEHUST OObEKTOB, HAXOISIIIINXCSI
Ha cepBepe AD, a TakKe CHHXpOHU3HUPYET U3MeHeHUs ¢ 6a3oi naHHbIX APACS
Bio B cooTBeTCTBUM € 3a7aHHBIMU HACTPOMKAMU.

Kongueypayuonnas ymusuma oas ADSync vucnonab3yeTcs IJisl HACTPOUKH
CITY>KObI CHHXPOHU3AINY, HACTPOWKY MIEHTU(UKALINY YIAJIEHHBIX TTOJTb30BaTeNeit
¥ TIPOBENEHUST HAYJIbHOTO MMIIOPTA MOJIb30BATENEH.

Ymuauma ons umnopma uzmenenuii noavzogameneii mpeqHaA3HAYCHA TSI PyIHOTO
WMIIOPTa U3MEHEHUN.

1.2 MpuvHUMNbI KOHPUTrypUpPOBaHUS

7151 KOHGUTYpUPOBaHUS MOACUCTEMBI CUHXpOHU3au ¢ AD Heobxoammo
BBITIOJIHUTD CJIEAYIONINE EHCTBUS:

1. 3anmaTte HacTpoiiku ciayxObl cuHXpoHuU3zauuu ¢ AD ¢ momouibio
KOHGUTrypallMoHHO#! yTuauThl ajasg ADSync (mogpo6Hee cm. m. 2
Kondurypaimonnas yrunuta st ADSync).

2. BwIOpath crniocod uaeHTUGUKAIMK YIaJeHHBIX MOoIb3oBarteseil. Beioop
crnocoba uaeHTUdUKALMY HEOOXOAUM U3-3a crieuudUKU yaaaeHus
00beKTOB Ha cepBepe AD.

3. TlpoBectu HauaabHBIIH UMITOPT 00beKTOB U3 AD B APACS Bio. 1151 3TOrO
MOXHO BOCTIONTb30BaThCS OMHUM M3 CJIEAYIOIINX CITIOCOOOB:

*  aBTOMAaTWYECKU C MTOMOLIbIO KOHMUTYpaIllMOHHOM yTWIIUTHI 115t ADSync
(kHonka HavanbHblii uMIopT),

* BpPYYHYIO C TMOMOINBIO YTUJIWUTHl [JISI MUMIOpTAa W3MEHEHW
roJib3oBaresieit (moapooHee cM. M. 3 YTuauTa A UMIopTa u3MeHeHU
MoJIb30BaTeNei).

4. 3anycTuTb cayx0y cuHxpoHuszauuu ¢ AD. JIist 3TOro BoCIoJb3yiTech
(aitmom [APACS Bio]\bin\ApcADSyncReRegister.bat, rme [APACS Bio] —
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2 KoHdurypaumonHas ytunuta ana ADSync

kataior, Tie yctaHosieH [1K APACS Bio. ®aiin He06X0mMMo 3aIyCTUTh
C TIpaBaM¥ aAMUHUCTPATOPA.

2 KoHdurypaumoHHasa ytunurta gna ADSync

Yrunura npegHazHaueHa Ul HACTPOMKM U 3aITycKa CTyXKObl CHHXPOHU3AIIKA
¢ AD, HacTpoiiK MAeHTU(UKALIMN YIAJIeHHBIX TIOJIb30BaTeell M TTPOBEACHMS
Ha4yaJbHOTO UMIIOpTa U3BMEHEHMIA.

3anycK yTunuTbl

Jist TOTo 4TOOBI 3aNyCTUTh KOHPUTYPALIMOHHYIO YTUIUTY, TpeOyeTcs
BBITIOJTHUTD CJICIYIOIIee:

1. 3anyctuts cepBep I[1K APACS Bio.

2. 3amyctutb daitn [APACS Bio]\bin\ApcADSyncMainAppl.exe ¢ mpaBamMu

agMuHKCTpaTopa, rae [APACS Bio] — karaor, rie ycTaHOBJIEH KOMITIEKC
ITK APACS Bio. [Iag TOoro 4ro0bl IpOBEPUTH HaJW4uUe IIpaB
aIMUHUCTPATOpPa, BOCIIOJIB3YIHTECh YTWINTOU HHopmauus o mexywem
noavzoeameae (nogpodHee cM. «Utl: Yrunutel 15 Yrunuta «MHbopmanust
0 TeKyIleM Tojb3oBaresie Windows»).
3. Janee HeoOXOOMMO MOIKIIOUUTHCS K cepBepam AD u APACS Bio.

st aToro B okHe Aémopusauus ¢ APACS Bio HeobxoauMo yka3aTh Jlorun
u IMapoas yuyetHoll 3anucu anmuHuctpatopa [1K APACS Bio. Ilo
YMOJIYaHHUIO 3TO TMOJAb30BaTeNb Admin ¢ naposem Bio.

m_| Astopuzaumns 8 APACS Bio = O “

YueTHanA 3anucs APACS Bio

NoruH |Admin

Napone |====

QK CTmMeHa

PucyHok okHo ABTOopu3ayusi B APACS Bio

B oxHe Asmopuzauus e Active Directory TpeOyeTcs yKa3aThb CleAyloliue
HaCTPOMKU:

Anpec cepBepa — B TOM MoJie TpeOyeTcs yKaszaTh ip-aJipec cepBepa
AD.

Merton aBTOpU3aIMU — B 3TOH IPyIINe MapaMeTpoB TPeOyeTcs yKazaTh
METOJl aBTOPU3alIMU, KOTOPBI OYIET NUCMOIb30BaH /151 HOJKIIOUEHUS
K cepBepy AD:

0 BoiiTu oT Tekyiero noJb3oBaressi — pu BbIOOpPE 3TOro MeToaa OyayT
HCIIOJIb30BaHbl YYETHBIE TaHHBIE TEKYLLETO MOJb30BaTesl KOMITBIOTEPA.
o C yueTHoii 3anMCbI0 — MPU BbIOOPE 3TOr0 MeTOAa HEOOXOAMMO OyaeT
BBECTHU YYETHBIE JTaHHBIE 3aIVCH TOJTh30BaTeNsI, KOTOPHIA 00samaeT
nmpaBoM Ha nocTyn K cepBepy AD. [1pu BbiOOpe 3TOI HACTPOUKU
pasbnoxkupyetcs nose Ilapos.
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Moacuctema cuHxpoHusaumm ¢ Active Directory

n| AeTopusauma B Active Directory -8 “

YuéTHan sanmce Active Directory
Adpec cepeepa | 192,168.1.2499

MeTon asTopuUsaLAKM
(" BoliTH OT MMEHW TEKYLErD NONL30BaTENS

(% C y4ETHOIM 3anMceHD |A.D.Mb1Hp1rrpaTop

Mapons |““““

oK CTMeHa

PucyHok okHo ABTopu3ayms B Active Directory

4. Tlocne atoro otkpoetcst okHO Kongpueypauuonnas ymuauma das ADSync.

Pa6oTta c ytunuron

Bce HacTpoliku OKHa YTHJIMTH HAXOATCSA Ha BKIagkax «OCHOBHbIe» 1

«YrpasieHue».

Ha Bximanke «OcHOBHBIE» HAXOMSITCS CIEMYIONINE HACTPOUKU:

*  Kunonka Hactpoiiku o3BoJisieT 3a1aTh HACTPOMKU CITYKObl CHHXPOHU3ALIUY
¢ AD u HavanpHOro MMITOpTa Mosib3oBareeil. [Ipu HaxaTum Ha 3Ty
KHOTIKY OTKpoeTcsi oKHO Hacmpoiiku cayxcovt cunxponusauuu ¢ AD.
(mompo6Hee cM. 1. 2.1 Hactpoiiku ciyx6b1 cuHxpoHu3anuu ¢ AD).

* Knonka HavanabHplii MMIIOPT TTO3BOJISIET BBIMIOTHUTE MEPBOHAYAIBHBIN
uMnopt nosan3oBateseir u3 AD B APACS Bio B cooTBeTCTBUM C
HACTpOWKaMU, 3aJaHHbIMU B oke Hacmpoiixu cayxcovt cunxponuzauuu ¢ AD.

I 06paTv|Te BHYMaHWeE: Ha4anbHbIN MMMOPT MOXET 3aHATb ANIUTENIbHOE BPeMSA, NO3TOMY
€ero pekoMeHayeTCs BbINONMHATL BO BpeMsA MUHMMAaSIbHOW 3arpy>eHHOCTN CUCTEMbI.
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2 KoHdurypaumonHas ytunuta ana ADSync

Ha Bknanxe «Yﬂpameﬂue» HaxXOASTCS CEeIyI0LINe HACTPOMKH:

n_] Kondurypauwondan ytranta gna ADSync =ACl “

] Ynpaenexue

HacTpoiikm cuHxpoHmsawm c Active Directory

PeaakTHpoBaHKE HACTPOSK Cﬂy’)ﬂﬁbl CMHXPOHKZaUMK W HaYanbHoro
WMAopTa noneS0ESTENEN,

HacTpoiiti

HaqaneHe!lil MMNopT None3osaTensel M3 Active Directory

3&MYCK HAYANEHOD MMNOPTE NONEI0BATENEH, [INA HEYANEHOMD
MMMOPTa NoMES0ESTENEN MOMONBIYHOTCA TE HE HACTPORKK, UTO W
anA cny#biel cHXpoHMzawmn c Active Directory.

HauaneHeIR MMnopT

PucyHok okHo KoHgpurypaumoHnHas ytunnta anss ADSync sknapka «OCHOBHble»

Cayx0a cuaxponu3amuu ¢ Active Directory — B 2Toii TpyIie mapaMeTpoB
¢ noMoIbio KHomok Crapt 1 CTonm MOXHO 3aIyCTUTh WM OCTAHOBUTH

paboty cayx06bs1 AD.

B none Cocrosinme city2k0b1 yKa3aHO TEKYILIEE COCTOSTHUE CITYKObI: 3anyuieHa

unu Ocmaroénena.

Nnentudmkanus yaaieHHbIX M0JIb30BaTelNleil — B 9TOI IpyIIe MapaMeTpoB
BbIOEpUTE CIOCOO KOPPEKTUPOBKU cxeMbl AD 1151 uaeHTuGuKkauuu
yIaJIeHHBbIX NoJib3oBaTeseil. KoppekTrupoBKka cxeMbl HEOOX0aAMMa U3-3a

crnetuduku ynaneHusi 00beKTOB Ha cepBepe AD.

0 CrenepupoBarh CKPHIT — HAXXKMUTE Ha 3TY KHOIKY, YTOOBI COXPaHUTD
CKPUNT Ha KoMmbloTepe. [1pr HEOOXOAMMOCTU CreHEepUPOBaHHbII
CKPUINT MOXHO OTPEJIaKTUPOBATh, MOCJE YEr0 ero He0OX0AUMO

3aMycTUTh Ha cepBepe AD.

TIpu HaxkaTuUM Ha 3Ty KHOIKY, OTKPOETCSl CTAHIAPTHOE IMAaIOroBOe
okHO Windows Coxpanump, B 5TOM OKHE yKaXKuTe IMyThb K Manke, rie

JIOJXEH OBbITh COXpaHEH CKPUIIT.

0 CKoppeKkTHpPOBaTb cXeMy — HaXXMUTE Ha 3Ty KHOIKY, €CJIU XOTHUTE,
yToOBbl cxemMa AD Obla cCKOppeKTHUpOBaHa aBTOMATUYECKU C

UCIIOJIb30BAHHUEM HACTPOCK CIIy}K6LI.
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Moacuctema cuHxpoHusaumm ¢ Active Directory

= Kondurypaumonnan ytunuta gna ADSync = = “

OtHosHble | YMPEBREHIE

Cny#ba cHxpoHMsawn ¢ Active Directory

3anyok cnysbel CHHXpoHMEaLMK C Active Directory uz kaTanora
cepeepa APACS 3000

Coctoanue cnysbel: OcTaHoENEHa

Crapt Cron

MEEHTHDMKAELMA YAANEHHEIX NONE30BATENER

MsmeHeHue cxembl Active Directory ona obecneyeHus
MAEHTMDMKELIM YAANEHHEIX NONEI0BaTENEH,

CreHepMpOBaTE CKPMMT CKOPPEKTHPOBATE CXEMY

PucyHok okHo KoHgpurypaumornHas ytunmnta gns ADSync sknapka «YnpasneHue»

2.1 HacTpouku cnyx6bl CMUHXpOHU3auumu ¢ AD

Hacmpoiiku cayacowr cunxporusayuu ¢ AD — TOTUYECKUii 0O0bEKT CUCTEMBI,
HCIIONB3YIOLIUICS B paboTe moacucteMbl cuHXpoHu3auuu ¢ AD. C ero noMolupto
YKa3bIBaIOTCSI COOTBETCTBUSI I0JIei Mosb3oBatesieii AD u BnagenbleB Kapt APACS
Bio, a Takxke 3amal0Tcsl HACTPOMKM JIJ1s pabOTHI CIIYKObI CMHXpOoHU3aLuuu ¢ AD.

Bce HacTpoiiku HaxonsTcs Ha BKiIankax «OcHOBHbIE» , «COOTBETCTBUSA KIIHOUEBBIX
noJeii», «CooTBeTCTBHSA MOJ€ii», «/l0noHATEIbHbIE .

Ha Bxiianke «OcHoBHBIe» TpeOyeTCsT yKa3aTh CICAYIOIINe HACTPOUKY:

*  VYuernas 3anucb APACS Bio — B 3T0i1 rpyrniie nmapameTpoB B nosisix Jlorun

u [lapoab ykaxurte yuyeTHbIe JaHHBIe anMuHUCTpaTopa [TK APACS Bio.
ITo ymonuaHuio 310 1nojb3oBaTeab Admin ¢ naposuem Bio.
*  VYuyernas 3anuch Active Directory — B 3Toi1 rpyririe nmapaMeTpoB yKaxXuTe
JlaHHbIe yuyeTHoU 3anucu Active Directory.
0 Agpec cepBepa — B 3TOM TToJIe YKaxuTe ip-anpec cepsepa AD.
o Meroxa aBTOpM3alMU — B 3TOU TPYIIIE MapaMeTPOB YKaXKUTE KaKoi
MeTOJ aBTOpu3aluu Ha cepeepe AD OyneT ucroab30BaThCes:
* Hcnonb30BaTh cCcTeMHbIE HACTPOUKH CJIYKObI — IPU BEIOOPE 3TOTO
MeTofa OyIyT UCTIONb30BaHbI CUCTEMHBIE HACTPONKY CITYXOBI.
+ C y4eTHOIi 3aMMCbI0 — TIPY BBIOOPE 3TOTO METOIA HEOOXOAMMO OyIeT
BBECTU YYETHbIE JaHHbIE 3aMCU MOJIb30BaTeNsl, KOTOPbIA 00safaeT
npaBoM Ha aocTyn K cepBepy AD. I1pu BeiOOpe 3TOi HACTpOHKU
pasbiokupyetcs noje Iaposb.
»  Knomnka 3anoHUTH JAHHBIME TEKYHIEi CeCCHI TIO3BOJISIET aBTOMATHYECKI
3aMOJTHUTDL PEKBU3UTHI LIS IIOMKITIOYSHUST CITY>XKOBI K cepBepaM TaHHBIMUI
TEKYIlEeH CeCCUu.
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2 KoHdurypaumonHas ytunuta ana ADSync

OCHOBHBIE | ConTEETCTEHA KMIOHEs5IX nonell | CooTBETCTBMA Noneit

YKEHMTE PEKEUINTE ANA NOAKNKHEHMA Cyxbbl K cepBEpaM.
¥uETHaA sanuce APACS Bio

Norux IAdmin

Mapons Itttt

¥uETHan zanuce Active Directory

Anpec cepeepa |192.168.1.254

MeToa asToOpM3ALMN
' WMcnons308aTh CCTEMHLIE HACTPOIKN cywBkl

% C yu4ETHOM 3aMMceio IAnMMHmcrpaTop

Mapons I::::::z:

3aN0NHATE ASHHEIMA TEKYLLER CRCoMM

PucyHok okHo HacTposiku cnyx6bl cuHxpoHumn3aumm ¢ AD Bknagka «OCHOBHbIe»

Ha Bxiianke «CooTBeTCTBHS KIIOYEBBIX MOJIEH» HEOOXOIUMO yKa3aTh aTPUOYTHI
mob3oBarelist B AD 1 COOTBETCTBYIOIIME UM CBOMCTBA Blafesbila KapTel B APACS
Bio, koTopble OyIyT SBASTHCS KIOYEBBIMU NMPU CUHXpOoHU3aLMu. KitoueBbiMu
Ha3bIBAIOTCS MOJIs1, KOMOMHAIMS 3HAYEHUI KOTOPBIX OMHO3HAYHO OMpEIesisieT
TOJIb30BATENS.

Pa6ora ¢ Bkitagkoii «Co0TBeTCTBHS KJIIOUEBBIX MOJIEi» aHAJIOTMYHA PaboTe ¢
BKJIaaKol «CooTBeTCTBHE MOJIEii».
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Mopcuctema cuHxpoHusaumm ¢ Active Directory

OCHOBHble  COOTEETCTEWA KIKOHEEHIX NONER | COOTEETCTEWA Nonei I 4

ATpuBYT B AD | CeoiicTeo B APACS Bio |

middieName
sn
givenMame

OTuecTeo
DEMANMA
Wma

PucyHok okHo HacTpoviku cnyx6bi cuHxpoHunsaumm ¢ AD Bknapka «CooTBeTCTBUS

KJIOYeBbIX Nonewn»

Ha Bxnanke «CooTtBeTcTBust noJeii» TpeOyeTcst yKa3aTh aTpuOyTHI IOTb30BATENST
B AD 1 cOOTBeTCTBYIOIIIME M CBOICTBA BianenblieB KapT B APACS Bio.

Hdns paboThl ¢ 3TOW BKJIAIKOW WMCIOJB3YIOTCS KHONKYW J[00aBHUTH,
PenakTupoBath, Y1aauTs 1 YIaJauTh BCe.
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2 KoHdurypaumonHas ytunuta ana ADSync

n Hactpoiiku cnyxBel cuHxponmzaumn c AD — = “
OcHOBHEIE ] COOTBETCTENA KOUesE noneli  COOTSETCTEMA noned ] a1
ATpubyT B AD | CeoiicTso 8 APACS Bio | o

company Komnanua
thumbnailPhoto doTorpadna ﬁ
mail Anpec 3NeKTPOHHON NoYTEl
memberOf Mpynnel AocTyna %
department Otaen
telephoneMumber Homep TenedoHa %
title JonxHocTe

OK OTMeHa

PucyHok okHo HacTporiku cnyx6bl cuHxpoHu3saymm ¢ AD Bknapgka «CooTBeTcTBUSA
nonew»

Jnst Toro 4To0Bl 10OABUTH COOTBETCTBUE, HAXMUTE KHOMNKY /[00aBHTH.
Ot1kpoeTcst oKHO Pedaxmop coomeemcmeus noaeii. B 3ToM OKHe HaxomsTCs
cJeIyolyie HaCTPOUKH:

* B mossax ArpubyTsl moss3oBateisi AD u CpoiicTBa Biajenbna KapThl
TpeOyeTcsl yKa3aTh aTpuOyThI MoJib3oBartelist AD 1 COOTBETCTBYIOIIME UM
cBoiicTBa Bianenbla Kapthl B APACS Bio.

* ABTOMAaTHYeCKHii BBIOOD COOTBETCTBHA — IOCTaBLTE 3TOT (hJIaXOK, €ClIU
XOTHUTE, YTOOBI COOTBETCTBHUS JIJISI TIOJIEH IPOCTABISUINCH aBTOMATUYCCKM.
Ecnu nns BEIGpaHHOTO TTOJISI HE 3aJaHO COOTBETCTBME, TO 3HAUCHUE
COOTBETCTBYIOIIETO MOJIST OCTAHETCST 0€3 M3BMEHEHUI 1 eTO MOXKHO OyIeT
W3MEHUTh BPYYHYIO.

Ecau ripu 3agaHuy COOTBETCTBUIA GBI BBIOPAHBI MOJISI, Y KOTOPBIX MOXET
OBITH HECKOJILKO 3HAYeHM (HarpuMep, Takue 1mosst Kak ITos, Craryc, Kareropus,
Ipynna aocryna), To pazdaokupyercs rpymnna napamMmeTpoB CooTBETCTBUSA 3HAYEHHIA
nepevyncsgeMbIX mojeii. PemakTupoBaHue 3TOM TPYIIBI OCYIIECTBISCTCS C
IMOMOIIBI0 KHOTIOK /lo0aBuTh, PenakTupoBath, Yiaauth v YIAJIUTh BCE.
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Mopcuctema cuHxpoHusaumm ¢ Active Directory

ATpubyTol NonbsoBaTENA AD CBoiicTEa BENaaenbUa KapThl

Isn vI ItbaMunMﬂ

¥ AsTOMaTU4ECKII BRIBOD CODTEETCTEMA,

CoDTEETCTEMA SHEYEHMH

SHaqenue B AD | SHaqeHwe B APACS Bio

PucyHok okHO PeflakTop cooTBETCTBUS nonen
C noMor1iibio KHOTTKY JI00aBUTh MOXKHO TOGAaBUTH COOTBETCTBUS 3HAYSHUI JJIST
MEPEUUCTISIEMBIX TTOJIEN.
Ecnu cooTBeTcTBUS 3HAaUeHU 3anatorces mis noneit Kareropus, Craryc i

IMoa, To mpu HaxaTuu Ha KHOTIKY Jl06aBuTh OTKpoeTcst oKHO PemakTop
COOTBETCTBHS 3HAYEHMIA.

3HaqeHwe B AD 3HaqeHe 8 APACS Bio

IM IMmcmﬁ

PucyHok okHO PefaKTop cOOTBETCTBUSI 3HAYEHUN

B sTOM OKHe TpebyeTcst KaxaoMmy 3HaueHuIo mons 3uayenne B APACS Bio
yKa3aTb COOTBETCTBYIOIICe 3HaUeHUe B Tosie 3Havenue B AD.

25

=

sl Hanpumep, 3apaHo cooteeTcTeve roneit Mon 8 APACS Bio v description B AD.
[nsa atux nonen TpebyeTcs ykasaTb COOTBETCTBME 3Ha4YeHuin. CeoricTBo Mon B APACS Bio
VMeeT Tpu 3Hadvenns: Myxckov, XXeHckmii u He ykasaH. Ons KaXporo n3 3TUX 3HaYeHun
yKaXxeM COOTBETCTBYIOLLME 3Ha4YeHns ans atpmbyTta description: M, XX n H.
Torpa, ecrnv y nonb3osatens AD B none description 6yaet ykasaHo 3HayeHve M, To nocne
mmnopTa y Bnapgensua kapTel B APACS Bio B none Mon 6yneT yka3aHo 3HadeHne My>XCKow.

Ecnu cootBercTBUs 3anatoTces i noss [pynna qocryna, To OTKpoeTcst OKHO
Peoaxmop coomeemcmeus epynn docmyna.
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2 KoHdurypaumonHas ytunuta ana ADSync

n.] PeaakTop cOOTEETCTEMA rpynn 4ocTyna = & “

WMmeHa rpynn aocTyna g AD WmeHa rpynn gocTyna 8 APACS Bio

|F4 - Aperina Sram N Fa - Apenna 3ram Ne 1 v | E
ﬂ Il:ﬂ :ggj::na JTa N2 1 ﬂ
= |
= 3|

A - Odmc
Il - ApeHaa STam N2

OK OTMEHE

PucyHok okHO PefaKTop cooTBeTCTBUS rpynn AocTtyna

B aTOM OKHe TpeOyeTcst yKazaTh COOTBETCTBUSI MEXKITy MMEHAMU TPYIII TOCTYIIA
B AD u APACS Bio.

* Hwmena rpymm goctyna B AD — B 3TOM moJie TpeOyeTcst BHIOpaTh UMsI OTHOM
WJIM HEeCKOJIbKMX Tpymnrl goctyrna B AD. Cniucok uMeH ¢hopMupyeTcs ¢
MOMOIIBI0 KHOTIOK Jlo6aBuTh, PenakTupoBath, YiaauTh U YIAJIUTh BCE.

*  Hwmena rpynn noctyna B APACS Bio — B 3TOM 1osie TpeGyeTcst BhIOpATh
UMsI OMHOM Wi HecKoJIbKuX Tpym noctymna B APACS Bio. Cricok umeH
dopmupyetcs ¢ moMonIbio KHonoK JlodoaButs, PenakTupoBarb, YiaauTh
U YIQJIuTh BCE.

Hanpwumep, BbibpaHo Takoe cootseTcTBMe: rpynna [[J-Bxog B8 AD cooTBeTCcTBYET
cnvcky u3 rpynn IFJ-OxpaHa v [-Oguc B APACS Bio. Toraa nonb3oBarensiM, KOTOpbIM B
AD HasHadeHra rpynna /[]-Bxoa, nocne uvmnopta B APACS Bio 6yayT HasHaueHb! rpynnbl [-
Oxpara v [I4-Ocgpuc.

Ha Bkianke «/lonoHuTelIbHbIE» HAXOISATCS CIEAYIOIIME HACTPOMKM:

* Ecau He HaiineH Biajesel KAapThl ¢ COOTBETCTBYIOIMM KJIIOYOM — B 3TOM
IpyIIIie mapaMeTpoB YKaxKuTe, UYTo TpeOyeTcs esaTh CIyxkoe, B ciydae, eciiu
BJIajieJiell KapThl C COOTBETCTBYIOLIMM KJIIOUOM He ObLT HaiiieH:

o IIpomycTuth — BHIOEPUTE 3TY HACTPOIKY, €CIIM XOTUTE, YTOOBI BIaesIel
KapThl OBLT IIPOITYIIICH.

o Jlo0aBuTh — BBIOCPUTE 3Ty HACTPOIKY, €CJIU XOTUTE, YTOOBI HOBBII
BJIafiesIell KapThl ObL1 n06aBiieH B 6a3y naHHbIXx APACS Bio.

* Ecam naiieHn Biajejen KapThl ¢ COOTBETCTBYIOUIMM KJIIOYOM — B 3TOM
TpyIIIe MmapaMeTpoB YKaxKUTE, YTO TpeOyeTcs AeyIaTh Clyxkoe, B ciydae,
KOT/Ia HaliIeH BJIafiesiel] C COOTBETCTBYIOIIUM KITFOUOM:

o IIpomycTuth — BBEIOEPUTE 3TY HACTPOIKY, €CIIM XOTUTE, YTOOBI BIaIeIIel
KapThl ObLT MPOIYIIEH.
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Moacuctema cuHxpoHusaumm ¢ Active Directory

o OOHOBUTD — BBIOEPUTE 3TY HACTPOIKY, €CIIU XOTUTE, YTOOBI JaHHBIE
Biangenblia kaptel B APACS Bio 6buIM 0OOHOB/IEHBI B COOTBETCTBUU C
u3MeHeHUsiMu B AD.

*  Ecau cooTBeTCTBYIONIMIA BJIajeblly NMOJIb30BaTEb ObLT yIAJeH — B OTOM
TpyIITIe TapaMeTPOB YKaxKUTe, YTO TpeOYeTC s CAeaaTh C BaAe/IbLIEM KapThl,
KOT/Ia MOJIb30BaTe b, COOTBETCTBYIOIIMI 3TOMY BJICIIbILy, ObLI YAaJIeH:

o IIpomycTuTh — BBIOEPUTE ITY HACTPOUKY, €CAU XOTUTE, UTOOBI
COOTBETCTBYIOIIMIA Biaaeiel KapThl ObLT TporyiieH. B aTom ciydae
BJIazesiel] KapThl He OyneT ynajieH u3 6azsl APACS Bio.

0 CHATb AKTHBHOCTb MIEHTH(PHKATOPOB — BBEIOCPUTE 3TY HACTPOIKY,
yTOOBI Y COOTBETCTBYIOIIUX BiaaeiablieB Kapt B APACS Bio
JIeaKTUBUPOBATIUCH UACHTU(DUKATOPHI.

0 ¥YmaauTh — BbIOEpUTE 3TY HACTPOMKY, €CJIU XOTUTE, UYTOObI
COOTBETCTBYIOLINI Bafesiell KapThl ObUI yaajeH U3 0a3bl JaHHBIX

APACS Bio.
n_| Hactpoiikn cnyxBel cuxpornsauun c AD ~ = “
CooTeeTcTemA noneil  JONOMHATENbHbIE ] L

Ecni e HE;‘ﬂEH Bnageney KapThl C COOTBETCTEYHOWAM KNHOHOM
" MponycTuTe
{* nofasuTb

Ecnm HalgeH LL KaPTE © COOTBETCTBY KIHOHOM
" MponycTuTe
{* OfHOBUTL

Ecnm cooTeeTCT LUy Tenk Bein yoansH
" MponycTuts

% CHATb KTMBHOCTE MAEHTHdMKATODOS

" ¥Yaamums

WHTepsan mexay onpocamu cepeepa AD, mc o]
WHTepBan Mexay NEPENOAKMKOHEHNSMU Mocne g

0fipLIBa COBAMHEHNS, MC

Bpemsa cxMAEHAA OTBETE, MC
¥ Mo ymonyaHo

|

" Sanate

MaKCUMaNEHOE KOMMYECTED MSMEHEHMI ana DEGDTbI GHYJKGbI
(% Bes orpaHuqeHins

" 3apate 0
CNKMCoK CUHXPOHM3YeMelx AD KaTanoros BiifpaTh
Nons305aTENAMI

OK OTmera

PucyHok okHo HacTpowiku cnyx6bi cuHxpoHu3ayumn ¢ AD Bknagka
«JlOoNONHUTENbHbIE»

* HHurepBan mexny onpocamm cepsepa AD, MC — B 3TOM MoJie yKaXuTe
WHTEpBaJ orpoca cepBepa AD Ha HaMune N3MEHEHWIA.

*  HuTepBan MexIy nepenogKIiOuYeHNsIMA MOCIe 00pPbIBA COeTMHEHNs], MC —
YKaXHTe UHTEPBaI BPEMEHHU, 110 UCTEUEHUIO KOTOPOTO OYIyT MOBTOPSITHCS
MOTBITKY TIOAKIIOYEeHUSI K cepBepy AD B cityuae pa3pbiBa COeAMHEHUS.
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2 KoHdurypaumonHas ytunuta ana ADSync

*  BpeMs oXuzaHus 0TBETa, MC — B 3TOM IPYIINE MTApaMETPOB YKAXKUTE BpeMsT
OXUIaHUST OTBETA:

o [Ilo ymomyaHuio — BEIOEPUTE 3TY HACTPOUKY, €CJIM XOTUTE, YTOOBI
HCTIOJIb30BAJIOCh BpeMs OXKUAaHUs, 3aJaHHOE 110 YMOIYaHMUIO.

0 3amarb — BbIOEpUTE ITY HACTPOMKY, €CIM XOTUTE 3aJaTh BPYUHYIO
BpeMsT OKUITaHUST OTBETA.

*  MakcumajibHOe KOJHYeCTBO H3MEHEHMIl ISl paGOThI CJIYyKObI — B ITOM
IpyIine napameTpoB YKaxKuTe MaKCUMajJbHO BO3MOXHOE KOJIUYECTBO
U3MEHEHUI, KOTOpbIe MOXET 00padoTaTh ciykoa:

o be3 orpannmyennss — BbIOEPUTE 3Ty HACTPOMKY, €CJIU XOTUTE, YTOOBI HE
OBLJIO OTPaHUYCHUS Ha YKCIIO 06pabaThIBaeMbIX U3MEHEHMIA.

0 3amatb — BBIOCPUTE 3Ty HACTPOIKY, €CJIM XOTUTE yKa3aTh BPYUHYIO
MaKCUMaJIbHO BO3MOXHOE YUCIIO M3MEHEHUIM, KOTOPhIE MOTYT OBITh
3arpy>keHbl CJTy>K00¥.

+ Knomnka BpiOpaTh Mo3BOJSIET 3a1aTh CIMCOK CUHXPOHU3YeMbIX AD
KaTaJIOroB ¢ mojib3oBareasiMu. [Ipr HaXkaTu Ha 3Ty KHOMKY OTKPOETCS
OKHO Bbvibop kamanozo6 042 cunxponuzayuu, rae OyaeT MpeacTaBIeHO
nepeBo KarajaoroB cepBepa AD. JIs BeIOOpa ompeaeeHHOro KaTajora
HEOO0XOIMMO HATPOTUB MOCTABUTh (PJIAKOK.

C MoMOIIbI0 MYHKTOB KOHTEKCTHOTO MEHIO MOXHO BBIIECINUTH BCIO

OTIIETbHO B3SITYIO BETBb JIMOO CHSITh BBIICICHUE C BETBU.

- OépaTVITe BHUMaHue: VIHCbOpMaLWIﬂ 0O NnoJib3oBaTesifax, HaXoAAaLWMXCa BO BITOXEHHbIX
KaTtanorax, CAHXpOHU3NpoBaTbCA He 6y,qu, €CIM BNOXEHHbIN KaTanor He BbIAeneH ABHO.

n BeiBop KaTanoros ANA CUHXpoHWIaLmm = =] “
-[]Managed Service Accounts ~
<[] Computers

Bbl,qe.l'l WTb BCH> BETEL

Mo CHATE BBIAENEHME C BETEM
-[JDa
-[JProgram Data

i [] Microsoft

- [] System

- [] AdminSCHolder

--[]RAS and IAS Servers Access Check

- []PsPs

- [] Polices

- ] RpcServices

- [] ComPartitionSets

- [] ComPartitions

B[] DomainUpdates

- [] 1P Security

- [] Meetings

- [] MicrosoftDNS v

OK OTMeHS

PUCyHOK OKHO Bbl60p KaTtasnoros A4Ji1 CUHXPOHU3aunn

AcD-15
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Tlocne mepBoHaYaTbHO HACTPOUKY CITYKObI OYIET TIPEATOKEHO BHIITOIHUTD
Koppekumio cxeMbl AD. Otkpoercst okHO Tpebyemcsa koppexuus cxemot AD, Tie
HE00XO0IMMO BbIOpAaTh METOA KOPPEKTUPOBKU cXeMbl AD st uaeHTUuduKauum
yIaJIeHHBIX TIOJTb30BaTeNei:

* BsiOepure meton:

0 CrenepupoBath CKpUNT M3MeHeHus cxeMbl AD — BBIOGEpHTE 3TOT METOLI,
€CJIM XOTUTE COXPAHUTb CKPUIIT 3MeHeHUsI cxeMbl AD Ha KoMITbIoTepe.
IIpy HeoOXOAMMOCTM CTEHEPUPOBAHHBI CKPUNT MOXHO
OTPeNaKTUPOBATh, MIOCTIE YETO €ro HEOOXOIMMO 3aITyCTUTh Ha CEpBEpe
AD.

IIpu Haxkatun Ha kHonKy OK, oTKpoeTcsl cTaHIapTHOE OUaloroBOe
okHo Windows Coxpanums, B 3TOM OKHe BBIOEpPUTE TIATIKY, B KOTOPOit
OyIeT coOXpaHeH CKPUIIT.

0 ABToMaTHYecKH M3MeHHTh cxeMy AD — BBIOepUTE ITOT METOM, eCIIN
XOTUTE, UTOOBI cxema AD Oblla CKOppeKTHUpOBaHAa aBTOMAaTUYECKHU C
WCII0JIb30BAHUEM HACTPOEK CITYXKOBI.

] Tpebyerca koppekuna cxemel AD -~ = “
ANA MOEHTHOMKELWAKM YAaNEHHEIX NONL30BaTENER HeoBxXoguMo
CKOPPEKTHPOBaTE CxeMy AD

BoibepuTe METOA
{* LreHepUpOBATE CKPMMT MSMEHEHMA CXEMBl AD:

(" ABTOMaTWYECKM M3MEHWUTL CxXeMy AD

CK CtmeHa

PucyHok okHo Tpebyetcsi koppeKkuymsi cxembl AD

3 YTunuta gna umnopTta U3MeHeHUn nosib3osaTtenen

V1runura npeaHazHavueHa IUisi pyYHOTO MMIIOPTAa U3MEHEHUI TI0JTh30BaTeNeii.
st paboThI TaHHAs yTUIIMTA UCTIONB3YeT HACTPOWKMY, 3a/laHHble B okHe Hacmpoiixu
cayncovt cunxponusayuu ¢ AD.

3anycK yTunuTbl

Yto06nl 3aMyCTUTh YTUIIUTY 3aMycTuTe daitn [APACS
Bio]\ApcADSyncHandImport.exe, rne [APACS Bio| — karaJor, rae ycTaHOBJICH
ITK APACS Bio. OTtkpoetcsi oOKHO Ymuauma 0an umnopma umeHeHui
noav3zoeameaeii.

UHTepdpenic okHa yTUNUTDI

B oxHe Vmuauma daa umnopma uzmenenuii noavzoeameneli COnepXUTCS
noapoOHast uHgopmMalus 006 u3MeHeHUsIX nosb3oBaTeneit B AD. MHdopmanms
odopmMiieHa B BUIE TaOJIUIIBI, TI€ HAXOSTCS CIIEAYIOINE TIOJIS:

+  USN u3menenunsi — B 3TOM T10Jie YKa3aH YHUKAIBHBIA HOMEP U3MEHEHMUSI,

* Tun u3MeHeHHs] — B TOM I10JI€ yKa3aH TUIT U3BMEHEHMS,

+ KioueBbie aTpudyThl — B 9TOM T10JI€ TIEPEUUCIICHBI KIIOUEBbIE aTPUOYTHI

noJib3oBaresist AD,
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3 YTunura gna umnoprta U3MeHeHWi nonb3osaresien

JeranbHas uH(opManus — B 9TOM I10Jie MpeACTaBieHa MoAPOOHas
nHdopMalus o nojib3osatene AD.

o Yrumims g8 nanop B i - olEN|
Komangel  Crpaska

USN u3MeHEHMA  TWM M3MEHEHMA  KmioueBble aTpubyTsl [leTansHas uHboprauma A
511094 WsmeHEH Other-Mame: Cepreesiy; Surname: 3yamH; Given-Name: Anexceit Picture: <LARGE BINARY D
511107 WzmereéH Other-Mame: Hakrmiuna; Surname: Kpamokan; Given-Mame: Anna Picture: <LARGE BINARY D
511110 WsmenHéH Other{ame: BopucoBid; Surname: Hukonsokuit; Given-ame: AHapeit Picture: <LARGE BINARY D
511113 Wzmerern Other-Mame: Masnoska; Surname: OcTprkosa; Given-Name: AHHa Picture: <LARGE BINARY D
511117 WamereéH Other-Mame: HoneesHa; Surname: MopuHoea; Given-Mame: BaneHTura Picture: <LARGE BINARY D
511120 WMzmMeHEH Other-Mame: Bauecnasoena; Surname: ConHuesa; Given-Name: BukTopua Picture: <LARGE BINARY D
511123 WsmeHeH Other-Mame: IOpbesu; Surname: CeperuH; Given-Name: Bragumip Picture: <LARGE BINARY D
511129 WamerHéH Other-ame: iOpeesiy; Surname: MNasnos; Given-Name: Bauecnas Picture: <LARGE BINARY D
511132 Wzmeneén Other-Mame: AnsGeprosny; Surname: Mopaveriko; Given-ame: Jenc Picture: <LARGE BINARY D
511135 WsmenHéH Other-Mame: MeTposid; Surname: Anabiuk; Given-Name: leHuc Picture: <LARGE BINARY D
511138 WsmeHEH Other-Mame: Masnoswmy; Surname: KHAsEKOE; Given-Name: OMMTprin Picture: <LARGE BINARY D
511141 WzmereéH Other-Mame: AHatoneesny; Surname: Kniukos; Given-Mame: Esrermi Picture: <LARGE BINARY D
511147 WsmenHéH Other-Mame: BnagumiposHa; Surname: KoTosa; Given-Mame: ExaTepuna Picture: <LARGE BINARY D
511150 WsmeHEH Other-Mame: BagumosHa; Surname: MyxkinHa; Given-Mame: Enena Picture: <LARGE BINARY D
511153 WzmereéH Other-Mame: Bacuneesra; Surname: Mogsopko; Given-Mame: Enena Picture: <LARGE BINARY D
511156 WamenéH Other-Mame: Bopucosra; Surname: HoBukoBa; Given-Name: EnmsaseTa  Picture: <LARGE BINARY D
511165 WsmereH Other-Mame: Cepreesud; Surname: KouaHos; Given-Mame: Mrops Picture: <LARGE BINARY D
511168 WamereéH Other-Mame: MepmaHoeHa; Surname: Mazypuna; Given-ame: MHHa Picture: <LARGE BINARY D v
< >
Mocaegrni USN: 311071 Yncno 3anuceil b nsmenennax 4na nmnopTa: 46

PUCYHOK OKHO YTuauTa Ans umnopta u3mMeHeHui nosnp3oBareneii

ﬂ}lﬂ pa6OTbI C 3TUM OKHOM UCIIOJIb3YIOTCA ITYHKTbI OCHOBHOI'O MEHIO U ITYHKTbI
KOHTeKCTHOro MeHm0. C ux TIOMOIIBIO MOXHO!

OOHOBUTH CITUCOK U3MEHEHUH,

MMIIOPTUPOBaTh Bce u3mMeHeHust B APACS Bio,

MMITOPTUPOBATH BCE U3MEHEHMUSI IO BHIOPAHHOTO BKITIOUUTEIHHO,
u3MeHuTh TmocaeaHuii USN — mnpu BeIOOpe MNyHKTa MEHIO
«Komannsl/U3menuts nocineanuit USN» orpoetcst okHo Hzmenenue USN,
r7le MOXHO yKa3aThb HOMEp U3MEHEHUsI, HaunHasi ¢ KOTOPOTo OyIyT
OTOOpPaXaThCsI U3IMEHEHUST B OKHE Ymuauma 041 umMnopma usmeHeHul
noavsoeameaeil.

5 VameH.. = o

|532102

oK OTHMeHE

PucyHok okHo MsmeHeHne USN

IMIpocMmoTpeTs MHGOPMALIMIO O 3armucH. IS 3TOro ABaxkabl IIECTKHUTE
JIeBO KJTaBUIIIEH MBIIIIN T10 CTPOKeE € 3aruchbio. OTKpoeTcst okHO Tlpocmomp
OaHHBIX 045 UMROPMA NOABL306AMENS.
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Moacuctema cuHxpoHusaumm ¢ Active Directory

n ] MpocMoTp AaHHBE ANA MMNOPTE NONLI0BATENA - “

Hoeaa doTorpadia

Knro4esble aTpHbyTel NoNb30BATENA KntoHeskie CEOACTSA BNanenbLa
(L] SHaueHne Kma SHaqeHue
middleName Hukonaesra strMiddleName HukonaesHa
sn KponoTkiHa strLastMame KponoTkmHa
givenName AneHa strFirsthame AneHa

M3MEHEHHEIE STPMEYTEI NoNE30BaTENA W3MeHEHHEIE CBOACTEa BNaAensLE
WA 3HaveHue Hma Hoboe 3HaveHwe TeKywee 3Haqe, ..
thumbnailPhoto <LARGE BINAR... strEMailAddress a.kropotkina@co...  a.kropotkina@c...
mail a.kropotkina@c. .. blobSGList Il - Aperga 3Ta.. [0 -ApeHaa 3T...
memberOf CN=I1 - ApeHa... SysAddrDepartm... ApeHpa 2 sTam ApeHpa 13Tak
department ApeHna 2 3Tak strPhoneMumber 649-39-49 649-39-45
telephoneMumber  £49-39-49 SysAddrJobTitle Menemxep Menemxep
title MeHemxep
ushCreated 510762

< >

Mpeaeinywmii | | Cnegyrowmil MpUHATE

PMCyHOK OKHO npocmorp AaHHbIX [4J151 UMrnopTa nosib3osaresisi

OxHo IIpocmomp danHbIX 045 UMNOPMA N016306aMeAs1 COCTOUT U3 HECKOJIIBKUX

yacrei:

* B BepxHeit yacTu HAXOIUTCS CITUCOK U3MEHEHUI, CBSI3aHHBIX C BJIaIENIbLIEM
kapTel u Ttosie HoBast poTorpacdus, rne oTodpaxkaeTcs MocaeaHsIs
nobGaByieHHast (poTorpadusi Moab30BaTENS.

* B HMXHel yacTu HaXOAUTCS crenyoliasi uHGopMaus:

o Kimoyebie aTpudyThi mosib30Batedis 1 KimoyeBbie CBOWCTBA BJIaieIbla —
B 9TUX TaOJIMLIaX HAXOMSTCSl UMEHa aTpUOYTOB MOJIb30BaTEN s U CBOMCTB
BJIaJieNiblia, KOTOPbIe ObUIM BHIOpAHBI B KaU€CTBE KJIIOUEBBIX, U UX
3HaueHust B AD nu APACS Bio cooTBeTCTBEHHO.

o W3meHeHHble aTPpUOYTHI MOJIb30BaTEISI — B OTOW TAOJMIE HAXOAUTCS
CITMCOK UMEH aTpuOyTOB MOTh30BATENIel, KOTOPble ObUTA U3MEHEHHI,
U UX 3HAYCHUN.

o UH3meHeHHbIe CBOiCTBA BJaNeNbla — B OTOU TaOIUIle HAXOMSATCS
M3MEHEHHbIE CBOMCTBA Biafeabla. B mosix Tabnuisl ykazansl Ums
CBOICTBa, €T0 TeKyIllee 1 HOBOE 3HAYEHUSI.

*  Kuonku Ipenpiaymmii v Ceaywomuii TO3BOJISIIOT TIEPEUTH K TIPOCMOTPY
HU3MEHEHU MIPEeIbIIYIIETO U CIEAYIOLLETO MOIb30BaTe/Iei COOTBETCTBEHHO.

* Kuonka IIpunaTs mo3BoJisieTr uMnoptupoBath u3MeHeHus B APACS Bio.
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